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1 Areas of Concern

Weblogic security has been examined at three levels of abstraction.  These consist of Operating System (Solaris) Level Security, WebLogic Configuration Level Security and Development/Code Level Security.  See below for a description for what each level covers.

1.1 Operating System (Solaris) Level Security

This would cover the following;

· O/S baseline 

· Weblogic application O/S user 

· Weblogic application O/S User groups

· Permissions on files

1.2 WebLogic Configuration Level Security

This would cover the following;

· Weblogic level user context

· weblogic.properties file and entries

· weblogic.policy file and entries
· Removing un-required files DLLs etc.

· Remove unused functionality

· Administration

1.3 Development/Code Level Security

This would cover the following;

· Java code

· EJBs - stateful and stateless beans

· RMI

· Invokeble methods

· Question and answers

· Session

· Authentication

· Storing/Travel of passwords encrypted

2 Company X Weblogic Physical/Logical Diagram 
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3 Weblogic Built-in Security

3.1 Weblogic Security Model - As Should Function

WebLogic Server defines two special users, "system" and "guest." The password for the "system" user must be defined in the weblogic.properties file before you can start WebLogic Server (Detailed below). 

The "system" user has administrative privileges in WebLogic Server and is needed to initialise internal services when WebLogic Server starts up. The "system" user account must also be used to perform activities such as shutting down WebLogic Server. The default weblogic.properties file restricts some of the capabilities to the "system" user. 

The "guest" user is the default identity for unauthenticated WebLogic users. If a user does not provide a specific identity when connecting, WebLogic Server assigns the "guest" identity and permits only those activities allowed for the "guest" user. You do not have to define the "guest" user; it is created automatically (with the password "guest"). You can add a weblogic.password.guest property to change this user's password (Detailed below). 

WebLogic Server provides a default "everyone" group, which includes all users. Permissions assigned to this group are available to any user. 

You can configure the WebLogic Server to identify connecting users and restrict their ability to access resources governed by the WebLogic Server. 

WebLogic Server performs authentication and authorization through a security realm. The security realm provides access to implementations of the User, Group, Permission, and ACL (Access Control List) interfaces, which are based on Javasoft's java.security. acl package.   See below.

For example, the default security realm for the WebLogic Server is weblogic.security.acl.WLPropertyRealm, which provides access to Users, Groups, and ACLs defined in the weblogic.properties file. 

WebLogic Server initialises a realm during startup and uses that realm for all subsequent authentication and authorisation requests. 

When a client makes a connection to WebLogic Server, it may send a username and credential, such as a password. WebLogic Server passes these to the realm for authentication. If the realm can authenticate the user, it returns a weblogic.security.acl.User object, which is then passed to the thread that created the context. If the realm cannot authenticate the user, the connection is refused. If a client does not send a username and credential when requesting a connection, WebLogic Server uses the "guest" user for all authorisations. 

See http://www.weblogic.com/docs45/classdocs/API_acl.html for information on 'Using WebLogic Realms and ACLs'

3.2 Weblogic Security Model - As Should Function - In the case of Company X

The Weblogic security model in relation to the Company X architecture controls thread access from the servlet engine located on the web server to Weblogic itself.  All objects, threads and methods etc are controlled via user context and applied ACL within Weblogic.  So threads from the servlet engine are assigned a user context derived from their logon.  This user context then has controlled access to objects via ACLs applied to these objects. 

The above described security model for Weblogic has proven through testing not to function as just described.  This is due to a number of issues detailed below.  See section 10 'Current BEA Weblogic Security Issues and Problems for Company X' for details of issues found in the current Weblogic 4.5.1 security model.
4 Basic Installation

Weblogic will be installed onto a Solaris machine.  The installation of the Solaris O/S should be configured in a secure manner that conforms to the standards and guidelines defined within the Station X baseline for Solaris installations. 

1. Create a UNIX user to install WebLogic Server, such as “weblogic”. This allows you to control access to the distribution and to set permissions for your Weblogic distribution. 
2. Log in with the WebLogic user you created.

3. Select a directory for the installation.  BEA recommends that you install WebLogic Server in the home directory of your WebLogic user.

4. Unzip the distribution. If you already have a Java Development Kit (JDK) installed, you can use the Java jar utility. (The jar utility is not included with the JRE.) A weblogic directory will be created in the directory where you execute the jar command. 
COMMAND: $ jar -xvf weblogic451.zip
Unzips the distribution into the ./weblogic directory.

Further and more comprehensive installation instructions are available on the BEA Weblogic web site.

Installing from a zip archive (UNIX, Windows NT) 

Installing WebLogic Server 4.5
5 Modifying the 'Weblogic.properties'

WebLogic refers to a properties file (weblogic.properties), which contains configuration information that must be present for the WebLogic Server facilities and services to run. 

A sample properties file is shipped in the distribution kit as weblogic/weblogic.properties

When installing using the .zip archive, you must edit this file before you can run the WebLogic Server. 

WebLogic's properties file uses the standard format that conforms to the Java class java.util.Properties.  The following recommended changes relate to security concern.  Other development level changes will also need to be made.   

Edit the weblogic.properties file, located in the top-level directory where you unpacked the WebLogic Server distribution. The weblogic.properties file contains name-value pairs for properties that set the functionality of the WebLogic Server.  The file contains default information that should be removed for live operation.  The file also contains '#' at the beginning of some lines to indicate the line has been commented out.  Please go through the following to start to secure the Weblogic installation;

1. Administrator’s password. Edit the property weblogic.password.system, adding your own system administrator’s password. This user-selected password is used to access administrative functions of WebLogic Server such as the WebLogic Console.  Enter a password which consists of upper and lower case alphanumeric characters: weblogic.password.system=myPassword
Note the system password is stored within plain text so appropriate permissions must be applied to this file.  This is discussed later. 
2. The default minimum length for passwords is 8 characters and the maximum is 16 characters.  Set the password minimum size to 10.
weblogic.system.minPasswordLen=10
3. Modify paths to your installed directory. The default weblogic.properties file uses a path of c:/weblogic as the default location for various files. If you have installed WebLogic Server into a different directory, replace all the c:/weblogic entries with the correct directory.

4. Modify external paths. The 'weblogic.properties' file refers to several directories outside of the WebLogic Server installation. Examine all instances of c:/ in the weblogic.properties file and correct these entries as needed.
COMMAND: more weblogic.properties | grep c:/
5. Adjust the port for which the WebLogic Server listens for login requests.  This is the port where administration is controlled via the above user context 'System'. This is the port where all traffic travels through Weblogic.   weblogic.system.listenPort=18725
6. Install a performance pack. When using Solaris 2.6/2.7 you can add a native performance pack that uses a platform-optimized (native) socket muxer to improve server performance. To use a performance pack, uncomment the following property in your weblogic.properties file: weblogic.system.nativeIO.enable=true
7. With the 4.0 release, you can set the username for the system user. Previously this name was required to be "system." By default, if the weblogic.system.user property is unset, the username is system. Enter the following in the weblogic.properties file: weblogic.system.user=newusername
When you set the username for the system user to another name, you must set a valid password for that system user, using the property:
weblogic.password.username=thisUsersPassword.  

8. The WebLogic Server has a built-in HTTP server for serving pages, servlets, and other various MIME formats. For more information WebLogic and HTTP, check the WebLogic Administrators Guide document, Setting up WebLogic as an HTTP server.  Enter the following in the weblogic.properties file: weblogic.httpd.enable=false
9. By setting the weblogic.system.enableSetUID property (and, if desired, the weblogic.system.enableSetGID property) to true, you enable an internal process by which the WebLogic Server switches its UNIX user ID (UID) after it binds to port below 1025. The companion properties, weblogic.system.nonPrivUser and weblogic.system.nonPrivGroup, identifies a non-privileged UNIX user account (and optionally a groupname) under which WebLogic will run after startup.  Weblogic will not be bound to a port below 1025 so check that the setting is : weblogic.system.enableSetUID=false
10. You can configure a maximum size of the log file (in K). At runtime, the WebLogic Server checks the size of the current log file against the maximum log file size, and starts a new log file, if it is appropriate. The old log file is saved under a version number in the same directory. Old log files should be manually deleted when it is appropriate.  Enter the following in the weblogic.properties file: weblogic.system.maxLogFileSize=1024
11. The SSL port for Weblogic is not being used.  Enter the following in the weblogic.properties file: weblogic.security.ssl.enable=false  Note there should be NO entry for weblogic.system.SSLListenPort=xxxx.

12. The Weblogic console will need to be used for administering Weblogic.  Enter the following in the weblogic.properties file: weblogic.system.enableConsole=true.  This value may be able to be changed to false after implementation as proved successful.

13. To prevent DoS attacks based on forcing multiple active threads.  The number of threads can be controlled.   Enter the following in the weblogic.properties file: weblogic.system.executeThreadCount=15
14. Database access should be logged to monitor the JDBC connection that are being made from Weblogic to the databases.  Enter the following in the weblogic.properties file: weblogic.jdbc.enableLogFile=true
weblogic.jdbc.logFileName=jdbc.log
15. You SHOULD be able to control access to each registered servlet by setting a permission for "execute" for the servlet ACL to a list of users.  This functionality is NOT working due to issues with Weblogic.  All ACLs within Weblogic will allow 'Guest'.  The following entry is default in the weblogic.properties file: weblogic.allow.execute.weblogic.servlet=everyone.  This setting must be left.

16. The ACLs are set as default in the properties file.  Unfortunately ACL functionality is not working so these entries don't work.  These can be left as they are; weblogic.allow.read.weblogic.workspace=everyone weblogic.allow.write.weblogic.workspace=everyone
17. The following entry is default in the weblogic.properties file and should be left: weblogic.zac.enable=false
18. The follow entries are NOT used and NOT required;  Remove or comment (# see some below) out the following from the weblogic.properties file;
weblogic.httpd.register.authenticated=weblogic.t3.srvr.ClientAuthenticationServlet

weblogic.security.certificateCacheSize=3

weblogic.httpd.register.T3AdminCaptureRootCA=admin.T3AdminCaptureRootCA

#weblogic.security.clientRootCA=SecureServerCA.pem

weblogic.security.certificate.server=democert.pem

weblogic.security.key.server=demokey.pem

weblogic.security.certificate.authority=ca.pem

# registration for certificate generator servlet

weblogic.httpd.register.Certificate=utils.certificate

weblogic.allow.execute.weblogic.servlet.Certificate=system

weblogic.system.helpPageURL=/weblogic/myserver/public_html/docs/adminhelp/

#weblogic.system.helpPageURL=http://www.weblogic.com/docs45/adminhelp/

#weblogic.cluster.multicastTTL=1

#weblogic.cluster.defaultLoadAlgorithm=round-robin

#weblogic.system.weight=100

weblogic.httpd.enableLogFile=true

weblogic.httpd.logFileName=access.log
weblogic.httpd.enableEvents=false

weblogic.httpd.session.enable=true
weblogic.httpd.http.keepAliveSecs=60

weblogic.httpd.https.keepAliveSecs=120
weblogic.httpd.register.classes=weblogic.servlet.ClasspathServlet

weblogic.allow.execute.weblogic.servlet.classes=everyone
weblogic.httpd.register.file=weblogic.servlet.FileServlet

weblogic.httpd.initArgs.file=defaultFilename=index.html
weblogic.httpd.register.*.shtml=weblogic.servlet.ServerSideIncludeServlet
weblogic.httpd.register.proxy=weblogic.t3.srvr.HttpProxyServlet

weblogic.httpd.initArgs.proxy=redirectURL=http://www.bigbox.com
weblogic.httpd.documentRoot=public_html/

weblogic.httpd.servlet.classpath=/weblogic/myserver/servletclasses

weblogic.httpd.servlet.reloadCheckSecs=1

java.system.property.cloudscape.system.home=/weblogic/eval/cloudscape/data
19. The follow MIME entries are NOT used and NOT required;  Remove or comment (# see some below) out the following from the weblogic.properties file;

weblogic.httpd.mimeType.text/html=html,htm

weblogic.httpd.mimeType.image/gif=gif

weblogic.httpd.mimeType.image/jpeg=jpeg,jpg

weblogic.httpd.mimeType.application/pdf=pdf

weblogic.httpd.mimeType.application/zip=zip

weblogic.httpd.mimeType.application/x-java-vm=class

weblogic.httpd.mimeType.application/x-java-archive=jar

weblogic.httpd.mimeType.application/x-java-serialized-object=ser

weblogic.httpd.mimeType.application/octet-stream=exe
For further information see the BEA Weblogic web site.  Setting WebLogic properties
Other none security related name value pairs within the weblogic.properties file are very important and will need to be present.  These should be derived from development documentation.  These include; weblogic.system.startupClass ,jdbc, connection pools, weblogic.ejb.deploy etc.

For further information see the BEA Weblogic web site.  
Setting classpath
6 Setting up the Java Security Manager for Java 2 (1.2x)

When you run WebLogic Server under Java 2 (JDK 1.2.x), the server uses a Java Security Manager to control access to system resources. Java Security Manager requires a security policy file to set up the permissions. The WebLogic distribution contains a security policy file (called weblogic.policy) that contains a set of default permissions that allows you to start WebLogic Server without creating your own security policy.

6.1 Modifying the 'weblogic.policy' file for general use

To modify the weblogic.policy file included with your distribution:

Before you can use these policies, edit the URL paths that point to your WebLogic installation. The paths you must change are in the first two lines following the comment block.
If WebLogic is not installed in a root directory, you must only list the first component of the path in the "file:" URL. This is because of a bug in JavaSoft JDK 1.2.1. Sun Microsystems bug # 4261298.  For example, if you install WebLogic in the "/test/weblogic" directory, the first two lines below must be:

grant codeBase "file:/test/-" {

permission java.io.FilePermission "${/}test${/}weblogic${/}-", "read,write,delete,execute";
The recommended work around is to install in a directory from the root. E.g. /weblogic.

1. Edit the above two lines in the weblogic.policy file, changing the items in bold to match the location of the directory where you installed WebLogic Server:

A second grant entry provides an example of setting the permissions for your own Java classes.  Modify the URL paths in the first two lines of that grant entry to point to the location of your classes or any third party Java classes you want to use with WebLogic Server.   You can copy this entry to protect additional class locations you may create.
2. Set these two properties on the Java command line when you start WebLogic Server:
java.security.manager tells the JVM to use a security policy. You do not need to specify any arguments to this property.

java.security.policy tells the JVM the location of the security policy file to use. The argument is the fully qualified file name of the security policy file, in this case, weblogic.policy.

For example,

$ java ... -Djava.security.manager

-Djava.security.policy==/test/weblogic/weblogic.policy

Be sure to use “==” instead of “=” when specifying java.security.policy, so that only the weblogic.policy file is used by Java security manager. The == causes the weblogic.properties file to override any default security policy. A single equal sign causes the weblogic.policy file to be appended to an existing security policy. For more information on setting up a security policy, see the article Default Policy Implementation and Policy File Syntax on the JavaSoft website: http://java.sun.com/products/jdk/1.2/docs/guide/security/PolicyFiles.html
See http://www.weblogic.com/docs45/install/startserver.html  for  more information about using this policy file.

IMPORTANT: Developers need to set appropriate permissions to objects that are created using the Java Security Manager through this weblogic.policy file. 

7 Weblogic Administration

WebLogic Server includes a variety of administrative tools. The WebLogic Console is one such graphical administration tool you can use to monitor and manage a running WebLogic Server. You can also view WebLogic Server administrative information in a web browser using supplied Admin servlets. Finally, WebLogic Server includes several command line utilities that you can use to administer the server.  The weblogic.properties file is the main store for the configuration of changes to Weblogic.

7.1 Weblogic Console

Below is the Weblogic console window;

This GUI can be used from any machine that has access to the Weblogic open service port.  The default service port is 7001 set by ' weblogic.system.listenPort=' in the weblogic.properties file.  A connection is established by specifying the Username, Password and IP address.  The system user is the only user able to access this account.  All administration can be conducted through this GUI console.
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7.2 T3admin Servlets

7.2.1 T3AdminMain

This servlet for example would be accessed via the following URL where the IP is the address is that of the Weblogic server.  http://127.0.0.1:7001/T3AdminMain
Enter username and password
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The Weblogic Web interface

These are the available weblogic T3 protocol admin servlets;

· T3AdminEvents

· T3AdminClients

· T3AdminConnections

· T3AdminJDBC

· T3AdminLicense

· T3AdminMain

· T3AdminProps

· T3AdminRealm

· T3AdminThreads

· T3AdminVersion

The following entries in the weblogic.properties file controls access to these servlets.

# Administration servlet registrations

# ------------------------------------------------

# For managing your WebLogic Server with a web browser.

# Do not modify these registrations.

weblogic.httpd.register.T3AdminEvents=admin.T3AdminEvents

weblogic.httpd.register.T3AdminClients=admin.T3AdminClients

weblogic.httpd.register.T3AdminConnections=admin.T3AdminConnections

weblogic.httpd.register.T3AdminJDBC=admin.T3AdminJDBC

weblogic.httpd.register.T3AdminLicense=admin.T3AdminLicense

weblogic.httpd.register.T3AdminMain=admin.T3AdminMain

weblogic.httpd.register.T3AdminProps=admin.T3AdminProps

weblogic.httpd.register.T3AdminRealm=admin.T3AdminRealm

weblogic.httpd.register.T3AdminThreads=admin.T3AdminThreads

weblogic.httpd.register.T3AdminVersion=admin.T3AdminVersion

#

# Modify these ACLs for these servlets to

# control access to the administration servlets.

weblogic.allow.execute.weblogic.servlet.T3AdminEvents=system

weblogic.allow.execute.weblogic.servlet.T3AdminClients=system

weblogic.allow.execute.weblogic.servlet.T3AdminConnections=system

weblogic.allow.execute.weblogic.servlet.T3AdminJDBC=system

weblogic.allow.execute.weblogic.servlet.T3AdminLicense=system

weblogic.allow.execute.weblogic.servlet.T3AdminMain=system

weblogic.allow.execute.weblogic.servlet.T3AdminProps=system

weblogic.allow.execute.weblogic.servlet.T3AdminRealm=system

weblogic.allow.execute.weblogic.servlet.T3AdminThreads=system

weblogic.allow.execute.weblogic.servlet.T3AdminVersion=system

It can be clearly seen that ONLY the 'system' user has been provided access to these admin servlets.

Access to the service port by ' weblogic.system.listenPort=' should and will be access controlled via a firewall and or router.  This service port should never be accessible by public Internet users.

8 Files and Directories

8.1 Directories

Owner : weblogic

Group : Weblogic
+/Weblogic/

	Directory
	Permissions

	+/Weblogic/
	drwxr-xr-x

	/bin
	-rwx------

	/classes
	

	/classes/admin
	

	/classes/bea
	

	/classes/bea/jolt
	

	/classes/bea/jolt/pool
	

	/classes/bea/jolt/pool/servlet
	

	/classes/bea/jolt/pool/servlet/weblogic
	

	/classes/boot
	

	/classes/boot/weblogic
	

	/classes/boot/weblogic/boot
	

	/classes/boot/weblogic/common
	

	/classes/boot/weblogic/common/internal
	

	/classes/boot/weblogic/rmi
	

	/classes/boot/weblogic/rmi/server
	

	/classes/boot/weblogic/utils
	

	/classes/boot/weblogic/utils/zip
	

	/classes/com
	

	/classes/com/beasys
	

	/classes/com/beasys/CORBA
	

	/classes/com/beasys/CORBA/idl
	

	/classes/com/beasys/CORBA/iiop
	

	/classes/com/beasys/CORBA/pool
	

	/classes/com/beasys/CORBA/pool/weblogic
	

	/classes/com/beasys/CORBA/util
	

	/classes/com/beasys/Tobj
	

	/classes/com/beasys/TobjInternal
	

	/classes/com/beasys/TobjInternal/OTSImpl
	

	/classes/com/beasys/TobjInternal/SecImpl
	

	/classes/org
	

	/classes/org/omg
	

	/classes/org/omg/CORBA
	

	/classes/org/omg/CORBA/ContainedPackage
	

	/classes/org/omg/CORBA/ContainerPackage
	

	/classes/org/omg/CORBA/DynAnyPackage
	

	/classes/org/omg/CORBA/InterfaceDefPackage
	

	/classes/org/omg/CORBA/ORBPackage
	

	/classes/org/omg/CORBA/portable
	

	/classes/org/omg/CORBA/TypeCodePackage
	

	/classes/org/omg/CORBA/ValueDefPackage
	

	/classes/org/omg/CosLifeCycle
	

	/classes/org/omg/CosNaming
	

	/classes/org/omg/CosNaming/NamingContextPackage
	

	/classes/org/omg/CosTransactions
	

	/classes/org/omg/Security
	

	/classes/org/omg/SecurityLevel1
	

	/classes/org/omg/SecurityLevel2
	

	/classes/org/omg/TimeBase
	

	/classes/utils
	

	/classes/utils/applet
	

	/classes/utils/applet/archiver
	

	/classes/weblogic
	

	/classes/weblogic/admin
	

	/classes/weblogic/admin/help
	

	/classes/weblogic/admin/images
	

	/classes/weblogic/admin/managedobject_ui
	

	/classes/weblogic/admin/managedobject_ui/def
	

	/classes/weblogic/admin/managedobject_ui/impl
	

	/classes/weblogic/beans
	

	/classes/weblogic/beans/beanc
	

	/classes/weblogic/beans/common
	

	/classes/weblogic/beans/common/internal
	

	/classes/weblogic/beans/jdbc
	

	/classes/weblogic/beans/reflector
	

	/classes/weblogic/beans/server
	

	/classes/weblogic/beans/t3client
	

	/classes/weblogic/beans/t3client/internal
	

	/classes/weblogic/boot
	

	/classes/weblogic/cluster
	

	/classes/weblogic/cluster/clustinfo
	

	/classes/weblogic/cluster/replication
	

	/classes/weblogic/com
	

	/classes/weblogic/com/comc
	

	/classes/weblogic/common
	

	/classes/weblogic/common/internal
	

	/classes/weblogic/common/managedobject
	

	/classes/weblogic/common/managedobject/internal
	

	/classes/weblogic/console
	

	/classes/weblogic/corba
	

	/classes/weblogic/corba/iiop
	

	/classes/weblogic/corba/visi
	

	/classes/weblogic/corba/visi/t3client
	

	/classes/weblogic/corba/visi/t3clientimpl
	

	/classes/weblogic/corba/visi/t3server
	

	/classes/weblogic/db
	

	/classes/weblogic/db/dblib
	

	/classes/weblogic/db/jdbc
	

	/classes/weblogic/db/jdbc/oracle
	

	/classes/weblogic/db/oci
	

	/classes/weblogic/db/serialize
	

	/classes/weblogic/db/utils
	

	/classes/weblogic/depend
	

	/classes/weblogic/drp
	

	/classes/weblogic/drp/admin
	

	/classes/weblogic/drp/common
	

	/classes/weblogic/drp/desktop
	

	/classes/weblogic/drp/events
	

	/classes/weblogic/drp/gdiff
	

	/classes/weblogic/drp/servlets
	

	/classes/weblogic/ejb
	

	/classes/weblogic/ejb/common
	

	/classes/weblogic/ejb/ejbc
	

	/classes/weblogic/ejb/ejbc/codegen
	

	/classes/weblogic/ejb/extensions
	

	/classes/weblogic/ejb/internal
	

	/classes/weblogic/ejb/pstore
	

	/classes/weblogic/ejb/utils
	

	/classes/weblogic/ejb/utils/ui
	

	/classes/weblogic/event
	

	/classes/weblogic/event/actions
	

	/classes/weblogic/event/common
	

	/classes/weblogic/event/evaluators
	

	/classes/weblogic/event/server
	

	/classes/weblogic/event/t3client
	

	/classes/weblogic/event/t3client/internal
	

	/classes/weblogic/graphics
	

	/classes/weblogic/graphics/beanlib
	

	/classes/weblogic/graphics/chargedlogo
	

	/classes/weblogic/graphics/ejbgui
	

	/classes/weblogic/graphics/tengahlogo
	

	/classes/weblogic/graphics/tootbe
	

	/classes/weblogic/graphics/wllogo
	

	/classes/weblogic/graphics/zac
	

	/classes/weblogic/gui
	

	/classes/weblogic/html
	

	/classes/weblogic/io
	

	/classes/weblogic/io/common
	

	/classes/weblogic/io/common/internal
	

	/classes/weblogic/jdbc
	

	/classes/weblogic/jdbc/common
	

	/classes/weblogic/jdbc/common/internal
	

	/classes/weblogic/jdbc/dblib
	

	/classes/weblogic/jdbc/jts
	

	/classes/weblogic/jdbc/oci
	

	/classes/weblogic/jdbc/pool
	

	/classes/weblogic/jdbc/t3
	

	/classes/weblogic/jdbc20
	

	/classes/weblogic/jdbc20/common
	

	/classes/weblogic/jdbc20/common/internal
	

	/classes/weblogic/jdbc20/jts
	

	/classes/weblogic/jdbc20/oci
	

	/classes/weblogic/jdbc20/pool
	

	/classes/weblogic/jdbc20/t3
	

	/classes/weblogic/jdbcbase
	

	/classes/weblogic/jdbcbase/common4
	

	/classes/weblogic/jdbcbase/common4/sql
	

	/classes/weblogic/jdbcbase/common4/util
	

	/classes/weblogic/jdbcbase/jts
	

	/classes/weblogic/jdbcbase/oci
	

	/classes/weblogic/jdbcbase/pool
	

	/classes/weblogic/jdbcbase/t3
	

	/classes/weblogic/jdbcbase/t3/internal
	

	/classes/weblogic/jms
	

	/classes/weblogic/jms/client
	

	/classes/weblogic/jms/common
	

	/classes/weblogic/jms/ddl
	

	/classes/weblogic/jms/server
	

	/classes/weblogic/jms/server/upgrade
	

	/classes/weblogic/jndi
	

	/classes/weblogic/jndi/internal
	

	/classes/weblogic/jndi/remote
	

	/classes/weblogic/jndi/toolkit
	

	/classes/weblogic/jndi/toolkit/rfc1960
	

	/classes/weblogic/jts
	

	/classes/weblogic/jts/common
	

	/classes/weblogic/jts/internal
	

	/classes/weblogic/library
	

	/classes/weblogic/library/beans
	

	/classes/weblogic/library/ejb
	

	/classes/weblogic/library/ejb/keygen
	

	/classes/weblogic/library/ibmonitor
	

	/classes/weblogic/math
	

	/classes/weblogic/net
	

	/classes/weblogic/net/http
	

	/classes/weblogic/osd
	

	/classes/weblogic/persist
	

	/classes/weblogic/persist/tx
	

	/classes/weblogic/platform
	

	/classes/weblogic/release
	

	/classes/weblogic/remote
	

	/classes/weblogic/remote/common
	

	/classes/weblogic/remote/t3client
	

	/classes/weblogic/remote/t3client/internal
	

	/classes/weblogic/rjvm
	

	/classes/weblogic/rmi
	

	/classes/weblogic/rmi/activation
	

	/classes/weblogic/rmi/dgc
	

	/classes/weblogic/rmi/extensions
	

	/classes/weblogic/rmi/internal
	

	/classes/weblogic/rmi/registry
	

	/classes/weblogic/rmi/rmic
	

	/classes/weblogic/rmi/server
	

	/classes/weblogic/security
	

	/classes/weblogic/security/acl
	

	/classes/weblogic/security/acl/internal
	

	/classes/weblogic/security/ASN1
	

	/classes/weblogic/security/ldaprealm
	

	/classes/weblogic/security/ntrealm
	

	/classes/weblogic/security/SSL
	

	/classes/weblogic/security/unixrealm
	

	/classes/weblogic/service
	

	/classes/weblogic/servlet
	

	/classes/weblogic/servlet/internal
	

	/classes/weblogic/servlet/internal/mo
	

	/classes/weblogic/servlet/internal/session
	

	/classes/weblogic/servlet/jhtmlc
	

	/classes/weblogic/servlet/jsp
	

	/classes/weblogic/servlet/security
	

	/classes/weblogic/servlet/utils
	

	/classes/weblogic/socket
	

	/classes/weblogic/t3
	

	/classes/weblogic/t3/services
	

	/classes/weblogic/t3/srvr
	

	/classes/weblogic/time
	

	/classes/weblogic/time/common
	

	/classes/weblogic/time/common/internal
	

	/classes/weblogic/time/server
	

	/classes/weblogic/time/t3client
	

	/classes/weblogic/time/t3client/internal
	

	/classes/weblogic/transaction
	

	/classes/weblogic/ui
	

	/classes/weblogic/ui/awt
	

	/classes/weblogic/ui/def
	

	/classes/weblogic/ui/hypergraph
	

	/classes/weblogic/ui/hypergraph/hyperbolic
	

	/classes/weblogic/ui/hypergraph/hyperdisplay
	

	/classes/weblogic/ui/hypergraph/utils
	

	/classes/weblogic/ui/impl
	

	/classes/weblogic/ui/jfc
	

	/classes/weblogic/ui/layout
	

	/classes/weblogic/utils
	

	/classes/weblogic/utils/bean
	

	/classes/weblogic/utils/classes
	

	/classes/weblogic/utils/classfile
	

	/classes/weblogic/utils/classfile/ops
	

	/classes/weblogic/utils/classfile/reflect
	

	/classes/weblogic/utils/classloaders
	

	/classes/weblogic/utils/collections
	

	/classes/weblogic/utils/compiler
	

	/classes/weblogic/utils/encoders
	

	/classes/weblogic/utils/enumerations
	

	/classes/weblogic/utils/expressions
	

	/classes/weblogic/utils/http
	

	/classes/weblogic/utils/io
	

	/classes/weblogic/utils/jar
	

	/classes/weblogic/utils/jars
	

	/classes/weblogic/utils/model
	

	/classes/weblogic/utils/monitor
	

	/classes/weblogic/utils/reflect
	

	/classes/weblogic/utils/reuse
	

	/classes/weblogic/utils/string
	

	/classes/weblogic/utils/zip
	

	/classes/weblogic/workspace
	

	/classes/weblogic/workspace/common
	

	/classes/weblogic/workspace/server
	

	/classes/weblogic/workspace/t3client
	

	/classes/weblogic/workspace/t3client/internal
	

	/classes/weblogic/xml
	

	/classes/weblogic/xml/beans
	

	/classes/weblogic/xml/beans/generated
	

	/classes/weblogic/xml/dtdc
	

	/classes/weblogic/xml/license
	

	/classes/weblogic/xml/om
	

	/classes/weblogic/xml/parser
	

	/classes/weblogic/xml/util
	

	/classes/weblogic/zac
	Delete

	/classes/weblogic/zac/internal
	Delete

	/classes/weblogic/zac/internal/zip
	Delete

	/eval
	Delete

	/eval/cloudscape
	Delete

	/eval/cloudscape/data
	Delete

	/eval/cloudscape/data/demo
	Delete

	/eval/cloudscape/data/demo/log
	Delete

	/eval/cloudscape/data/demo/seg0
	Delete

	/eval/cloudscape/lib
	Delete

	/examples
	Delete

	/examples/applets
	Delete

	/examples/applets/ping
	Delete

	/examples/cluster
	Delete

	/examples/cluster/ejb
	Delete

	/examples/cluster/ejb/account
	Delete

	/examples/cluster/ejb/teller
	Delete

	/examples/cluster/rmi
	Delete

	/examples/cluster/utils
	Delete

	/examples/com
	Delete

	/examples/dbkona
	Delete

	/examples/ejb
	Delete

	/examples/ejb/basic
	Delete

	/examples/ejb/basic/beanManaged
	Delete

	/examples/ejb/basic/containerManaged
	Delete

	/examples/ejb/basic/statefulSession
	Delete

	/examples/ejb/basic/statelessSession
	Delete

	/examples/ejb/extensions
	Delete

	/examples/ejb/extensions/isModified
	Delete

	/examples/ejb/extensions/isModifiedBeanManaged
	Delete

	/examples/ejb/sequence
	Delete

	/examples/ejb/sequence/jdbc
	Delete

	/examples/ejb/sequence/oracle
	Delete

	/examples/ejb/subclass
	Delete

	/examples/ejb/subclass/child
	Delete

	/examples/ejb/subclass/parent
	Delete

	/examples/ejb/utils
	Delete

	/examples/event
	Delete

	/examples/event/clientside
	Delete

	/examples/event/clockquery
	Delete

	/examples/event/stocks
	Delete

	/examples/htmlkona
	Delete

	/examples/images
	Delete

	/examples/io
	Delete

	/examples/jdbc
	Delete

	/examples/jdbc/informix4
	Delete

	/examples/jdbc/mssqlserver4
	Delete

	/examples/jdbc/odbc
	Delete

	/examples/jdbc/oracle
	Delete

	/examples/jdbc/pool
	Delete

	/examples/jdbc/t3client
	Delete

	/examples/jms
	Delete

	/examples/jms/drawdemo
	Delete

	/examples/jms/queue
	Delete

	/examples/jms/sender
	Delete

	/examples/jms/sessionpool
	Delete

	/examples/jms/startup
	Delete

	/examples/jms/topic
	Delete

	/examples/jms/trader
	Delete

	/examples/jms/webshare
	Delete

	/examples/jndi
	Delete

	/examples/jolt
	Delete

	/examples/jolt/ejb
	Delete

	/examples/jolt/ejb/bankapp
	Delete

	/examples/jolt/servlet
	Delete

	/examples/jolt/servlet/bankapp
	Delete

	/examples/jolt/servlet/simpapp
	Delete

	/examples/jsp
	Delete

	/examples/rmi
	Delete

	/examples/rmi/hello
	Delete

	/examples/rmi/multihello
	Delete

	/examples/rmi/stock
	Delete

	/examples/security
	Delete

	/examples/security/acl
	Delete

	/examples/security/carealm
	Delete

	/examples/security/defaultrealm
	Delete

	/examples/security/formauth
	Delete

	/examples/security/proxy
	Delete

	/examples/security/rdbmsrealm
	Delete

	/examples/security/snoopproof
	Delete

	/examples/servlets
	Delete

	/examples/servlets/includes
	Delete

	/examples/t3client
	Delete

	/examples/time
	Delete

	/examples/utils
	Delete

	/examples/utils/ddl
	Delete

	/examples/wlec
	Delete

	/examples/wlec/ejb
	Delete

	/examples/wlec/ejb/simpapp
	Delete

	/examples/wlec/servlets
	Delete

	/examples/wlec/servlets/simpapp
	Delete

	/examples/wlec/servlets/university
	Delete

	/examples/workspace
	Delete

	/examples/workspace/monitor
	Delete

	/examples/workspace/shared
	Delete

	/examples/zac
	Delete

	/examples/zac/simple
	Delete

	/examples/zac/update
	Delete

	/lib
	

	/lib/aix
	Delete

	/lib/hpux10
	Delete

	/lib/hpux11
	Delete

	/lib/irix
	Delete

	/lib/irixshr
	Delete

	/lib/linux
	Delete

	/lib/reliantunix
	Delete

	/lib/solaris
	

	/lib/solaris8
	

	/lib/tru64unix
	Delete

	/lib/unpacked_jars
	

	/license
	

	/myserver
	

	/myserver/clientclasses
	

	/myserver/clientclasses/examples
	Delete

	/myserver/clientclasses/examples/cluster
	Delete

	/myserver/clientclasses/examples/cluster/ejb
	Delete

	/myserver/clientclasses/examples/cluster/ejb/account
	Delete

	/myserver/clientclasses/examples/cluster/ejb/teller
	Delete

	/myserver/clientclasses/examples/cluster/rmi
	Delete

	/myserver/clientclasses/examples/cluster/utils
	Delete

	/myserver/clientclasses/examples/ejb
	Delete

	/myserver/clientclasses/examples/ejb/basic
	Delete

	/myserver/clientclasses/examples/ejb/basic/

beanManaged
	Delete

	/myserver/clientclasses/examples/ejb/basic/

containerManaged
	Delete

	/myserver/clientclasses/examples/ejb/basic/

statefulSession
	Delete

	/myserver/clientclasses/examples/ejb/basic/

statelessSession
	Delete

	/myserver/clientclasses/examples/ejb/

extensions
	Delete

	/myserver/clientclasses/examples/ejb/

extensions/isModified
	Delete

	/myserver/clientclasses/examples/ejb/

extensions/isModifiedBeanManaged
	Delete

	/myserver/clientclasses/examples/ejb/sequence
	Delete

	/myserver/clientclasses/examples/ejb/sequence/jdbc
	Delete

	/myserver/clientclasses/examples/ejb/sequence/oracle
	Delete

	/myserver/clientclasses/examples/ejb/subclass
	Delete

	/myserver/clientclasses/examples/ejb/subclass/child
	Delete

	/myserver/clientclasses/examples/ejb/subclass/parent
	Delete

	/myserver/clientclasses/examples/ejb/utils
	Delete

	/myserver/clientclasses/examples/jms
	Delete

	/myserver/clientclasses/examples/jms/drawdemo
	Delete

	/myserver/clientclasses/examples/jms/queue
	Delete

	/myserver/clientclasses/examples/jms/sessionpool
	Delete

	/myserver/clientclasses/examples/jms/startup
	Delete

	/myserver/clientclasses/examples/jms/topic
	Delete

	/myserver/clientclasses/examples/jolt
	Delete

	/myserver/clientclasses/examples/jolt/ejb
	Delete

	/myserver/clientclasses/examples/jolt/ejb/bankapp
	Delete

	/myserver/clientclasses/examples/rmi
	Delete

	/myserver/clientclasses/examples/rmi/hello
	Delete

	/myserver/clientclasses/examples/rmi/multihello
	Delete

	/myserver/clientclasses/examples/rmi/stock
	Delete

	/myserver/clientclasses/examples/zac
	Delete

	/myserver/clientclasses/examples/zac/simple
	Delete

	/myserver/clientclasses/examples/zac/update
	Delete

	/myserver/public_html
	Delete

	/myserver/public_html/docs
	Delete

	/myserver/public_html/docs/adminhelp
	Delete

	/myserver/public_html/docs/adminhelp/images
	Delete

	/myserver/serverclasses
	

	/myserver/servletclasses
	

	/myserver/servletclasses/examples
	Delete

	/myserver/servletclasses/examples/ejb
	Delete

	/myserver/servletclasses/examples/ejb/

basic
	Delete

	/myserver/servletclasses/examples/ejb

/basic/beanManaged
	Delete

	/myserver/servletclasses/examples/ejb

/basic/containerManaged
	Delete

	/myserver/servletclasses/examples/jms
	Delete

	/myserver/servletclasses/examples/jms/sender
	Delete

	/myserver/servletclasses/examples/jms/trader
	Delete

	/myserver/servletclasses/examples/jms/webshare
	Delete

	/myserver/servletclasses/examples/jolt
	Delete

	/myserver/servletclasses/examples/jolt/servlet
	Delete

	/myserver/servletclasses/examples/jolt/servlet/simpapp
	Delete

	/myserver/servletclasses/examples/servlets
	Delete

	/servletimages
	

	/src
	

	/src/idl
	


8.2 Files

+/Weblogic/

	File
	Permission

	copyright.html
	

	license.html
	

	license.txt
	

	README.HTML
	

	setEnv.cmd
	Delete

	setEnv.sh
	

	startConsole.cmd
	Delete

	startConsole.sh
	

	startConsoleJview.cmd
	Delete

	startWebLogic.cmd
	Delete

	startWebLogic.sh
	

	startWebLogicJview.cmd
	Delete

	weblogic.policy
	

	weblogic.properties
	


All un-required development tools, file and directories should be removed.

8.3 Stored Passwords

· RC startup scripts contain 'plain text' passwords for system and guest.

· weblogic.properties contain 'plain text' passwords for system and guest.

· weblogic.properties contain 'plain text' passwords for  weblogic.jdbc.connectionPool.agcPool connections

9 Q and A

This section is just used as a general guide for gathering information from developers on proposed security.

9.1 Sessions

How are sessions maintained?


How many levels of session exist?  I.e. cookie, Stateful session bean, etc

What is the session distinction between a 'guest' user and a registered user?

How are registered users sessions distinguished?

How long does the session last - time outs?

What happens if a URL to a session required page is entered after session is lost?

9.2 Authentication, Authorisation and log in

How does authentication take place?

How many levels of authentication is there? - i.e. username password in database, application server, threat level, database call level?

9.2.1 Passwords

Where are the passwords stored?

How are the passwords stored?

How are the passwords encrypted?

9.2.2 Registration and Membership

What is the registration process?

Are user details passed with a GET or POST form? Querystring/URL or server Request object etc?

Are passwords e-mailed?

Do users have instant access?

Are registered user accounts locked out?


How many tries do users get?


How are user accounts unlocked - request via e-mail? Where are e-mail address stored?


Are key words or phrases used for password remember or unlock?

9.3 Traffic

Where will traffic from the web server to the application server travel?

Will this information be encrypted when sensitive?

9.4 File Uploading

Are files uploaded to the servers?


How is this controlled? - file types etc?


Where will this file exist, what will happen to this file?


Does the user specify the filename?

9.5 Administration

Do you want console access?

How will the app server be administrator-ed?

10 Current BEA Weblogic Security Issues and Problems for Company X

The following are details of the current issues with the Weblogic security model identified by Company X developers.  

Company X has contacted BEA for possible solutions to these issues.   Read 'Latest Information' section for further updates.

10.1 Current Weblogic security issues

This section documents the series of compromises Weblogic 4.5.1 has forced us (Station X Company X developers) to make with our system.

From an initial design of secured access to components based on out-of-the-box functionality we have been forced to write our own security framework which we now discover is also seriously compromised by Weblogic bugs. 

10.1.1 Initial design

Three types of stateful session beans are used to present functionality to three different groups of clients. Deployment descriptors lock these down to require clients to belong to the relevant group eg "Administrator". Servlets process logon requests by taking username/password forms posted over SSL and then using these credentials in a JNDI lookup on the Home for a stateful session bean. If weblogic recognizes username/password as valid a new stateful session bean is created and the stub is returned to the servlet. The servlets caches the stub in the HTTPSession object in the servlet engine. All other beans in the appserver require "System" level access to prevent outside access and all the stateful session beans which delegate calls onto these beans on behalf of clients are set to "Run-as System". This would seem a reasonable thing to want to do. 

10.1.2 Compromises

10.1.2.1 Error: Weblogic's servlet engine loses security credentials  

	Detail: Weblogic's servlet engine did not cache stubs properly in the HTTPSession object. Stubs connected as a particular user eg "Admin1" would revert to credentials "guest" when retrieved from the HTTPSession after the first web request.  

	Corroboration: weblogic.developer.interest.security newsgroup, threads "maintaining Indentity in Session EJB" and "Security and JNDI"  

	Workaround: We threw out the weblogic servlet engine. ServletExec and Tomcat servlet engines proved not to exhibit this problem so we are currently running with ServletExec.  


10.1.2.2 Error: Weblogic does not support a dynamic userbase  

	Detail: We store usernames/password in an RDBMS and use an adapted version of weblogic's example RDBMS security realm. Weblogic however doesn't expect the list of users to grow or change and requires a reboot to become aware of new additions. We cannot therefore allow new users to register themselves online and be immediately visible to the weblogic security mechanism. 

	Corroboration: Phone conversations with BEA confirmed the issue. 

	Workaround: None. Weblogic have acknowledged this and have a fix "in the pipeline" to support a dynamic userbase. 


10.1.2.3 Error: Weblogic assumes 1 connection = 1 user and 1 process = 1 user

	Detail: WebUser1 logs on as "Administrator", WebUser2 logs on as "Contractor". Both logons require appropriate username/password for their respective groups. Then, WebUser1 can make requests on its Administrator stateful session bean. WebUser2 is told "SecurityException: WebUser1(!) cannot invoke methods on Contractor bean". This is because weblogic assumes only one user per connection. This is entirely inappropriate for a web environment where all clients (browsers) rely on the same process (the servlet engine) to act on their behalf. There is also a problem clientside - I have a client which accesses 2 different appservers running on two different boxes and it still has the same problem ie weblogic only supports one user per process! It must be caching security credentials in static data.  

	Corroboration: weblogic.developer.interest.security newsgroup, thread "possible bug:server contexts" - no solution to posting  

	Workaround: We threw out the use of weblogic security in deployment descriptors and rolled our own security framework. We are now passing and testing username/password in Home.create methods rather than relying on any standard EJB stuff. Weblogic was simply configured to lock everything down as "System" now in the weblogic security realm. This of course means we cannot use any of the standard EJB security features suchs as "IsCallerInRole" or declarative security controls in bean deployment descriptors because the EJB server now sees all users as just "System".  


10.1.2.4 Error: Weblogic reverts security context back to the default "guest"  

	Detail: Intermittent problems have appeared with security contexts reverting to "guest". One example of this is where a stateful session bean (A) invokes a number of methods on a stateless session bean (B) as part of a transaction. "B" requires security context "system" which works OK for the first call because "A" runs-as system. However, when called, "B" obtains a JDBC connection from the pool , this has the side effect of setting the security context for the thread to "guest". This prevents "A" making subsequent calls to "B" because the security context is no longer the required "System".  

	Corroboration: weblogic.developer.interest.security newsgroup, thread "ConnectionPools, JMS, Security" Joseph Weinstein of BEA suggested that the security context in the call to get a connection *should* be passed implicitly. This does not appear to be happening.  

	Workaround: None. We would need to pass security context through explicitly in connection pool calls but We cannot obtain the necessary password from the security context (username is obtainable but not password) We currently do not have examples of how to pass username/password in the database connection call.


10.2 What does this mean to site security and Company X?

This means that the Weblogic security model effectively does not function and therefore cannot be used.  

To get a clearer understanding of this, the Weblogic security model is the 'system',  'Guest', realm and ACL level of access within Weblogic.  The area where threads are formed from the servlet engine to the application server.

In real terms this means that effectively users will log onto the site with their username and password.  These are checked against the database and access is given.  This given access then has a session that is using the 'Guest' user context, which under normal circumstances is the lowest power user.  But to create the standard functionality of the site the Weblogic security model must allow the 'Guest' user context to access everything.

This means that all logged on users are carrying the user context 'Guest' which has full control of Weblogic.  Three stateful session beans exist Admin, Client and Customer that the user is assigned their session to with 'Guest'.  These stateful EJBs then controls method invocation access to other EJBs and entity beans.  

Users are not restricted to the methods that can be invoked on a Weblogic security level through their assigned session bean.

This means for example that the remote administration tools (console and T3webadmin) will have to allow the 'Guest' user context to access them.  

Assuming an adequate security architecture and firewall;

In order to take advantage of this weakness is not the easiest of compromises to accomplish.  It would be more effectively accomplished by first breaking into the server that hosts the 'Servlet Engine', (web server).  From the web server full compromise would be simple with all EJB assigned methods available.  This would require a medium/high level of knowledge to accomplish the first task of breaking into the web server.  It could also be argued that if access to the 'Servlet Engine' was made even with a working Weblogic security model, further full site compromise would be simple with access to the information on the 'Servlet Engine' - de-compiling classes etc.  Also the Weblogic username and password are stored as a name value pair in a java properties file.  This is not really an issue though because sending no user name and password in the current broken model would still be able to invoke methods on beans through it's client assigned stateful session bean.

Attacks do not have to be made from the web server.  Attacks could also still be launched from the 'client' (Browser side) - but effective compromise would be considerable harder from a client.

This site is essentially the business of Company X.  All business will be generated through this site and any downtime or site problems will result in a direct effect on business.  There is a high risk to business if any site problems exist.

To exploit the site requires medium-high skill/knowledge to accomplish.  The profile of users accessing the site should be considered though; Java, EJB, web based developers, network experts, security experts and many other technical experts.  The profile of users that are more likely to have the skill and knowledge to effect compromise to Company X than the average Internet user.

The benefits of breaking into the site are low, the point of changing a users pay rate or other such business function is small.  What is an issue though is the risk to business of compromises resulting in possibly downtime, deleted files, web graffiti, database corruption etc.  This would cause serious effect on business.

It should be made clear that only the area of security concern is where threads are attaching to the application server.  Security is still controlled through logged on session and stateful session beans.  This is not an ideal situation but is not a completely insecure one either.

11 Latest Information

11.1 Weblogic Security Model latest fixes

A fix has been recently discovered that can resolve the following errors;

· Error: Weblogic reverts security context back to the default "guest"  

· Error: Weblogic assumes 1 connection = 1 user and 1 process = 1 user

· Error: Weblogic's servlet engine loses security credentials  
 

11.1.1 How the Weblogic Security Model was fixed

Originally;

 At login time (done once): 

1. Create context

2. Create stub

3. Store stub in Http Session

 Then at every call: 

1. Retrieve stub from Http Session

2. Call a method with the stub

The fix - Now for every call to;

1. Retrieve stub from Http Session

2. Create context

3. Call a method with the stub

 

This now mean that the Weblogic Security Model can be used.  ACL, Realms and user contexts can all be configured to work.  This will not be implemented into phase 1. 

The  'Error: Weblogic does not support a dynamic userbase'  may be later resolved by a patch.

11.2 How the Weblogic Security model will be used in Phase 1

Normal users will have the user context of  'Company X', which will not have system access.  

Enter the following in the weblogic.properties file:
weblogic.password.username=password 

weblogic.security.group.groupname=usernames 

Where the password and username are equal to the none admin user.
Administration will be performed by a renamed 'system' user.  The admin tools will be required to be configured to all access from this user.

With the 4.0 release, you can set the username for the system user. Previously this name was required to be "system." By default, if the weblogic.system.user property is unset, the username is system. Enter the following in the weblogic.properties file: weblogic.system.user=newusername
If you set the username for the system user to another name, you must set a valid password for that system user, using the property:
weblogic.password.username=thisUsersPassword.  

This is detailed above in section 5 Modifying the 'Weblogic.properties'.

12 References and Resources

12.1 BEA WebLogic Server 4.5.1 Documentation Center. 

http://www.weblogic.com/docs45/resources.html
Installation 
Describes how to install and configure WebLogic Server and drivers for optimal performance. 

Release Notes and Platform Support 
Describes the latest changes and issues for WebLogic Server. 

Introduction
Introduces WebLogic Server architecture, administration, and application development. Includes examples to demonstrate developing applications using WebLogic Servlets, JSP pages, Enterprise JavaBeans, JDBC, and JMS. 

Developer Guides
Describes how to develop applications. Detailed sample applications are provided. Lists the command syntax for all commands and provides general reference material. 

Administrator Guides 
Describes how to perform all administrative tasks for WebLogic Server.  

Deployment Guides 
Describes how to build and deploy your own applications on WebLogic Server. 

API Reference Manual
Provides detailed reference information on each API used with WebLogic Server. 

Troubleshooting 
Provides helpful hints about BEA WebLogic Server products and technology.  

12.1.1 Installation

Installing from a zip archive (UNIX, Windows NT) 

The zip archive may be used to install WebLogic Server on any certified UNIX platform and on Window NT, with some restrictions. 

Installing WebLogic Server 4.5 

Hardware Requirements, Software Requirements and information on Upgrading from an earlier release of WebLogic Server for all platforms. Please read this before installing WebLogic Server. 
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