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1 What is iPlanet Directory Server

This documents relates to the following components;

· IPlanet Directory Server
       Configuration directory
       User directory

· IPlanet Administration Server

· Netscape Console

Following the alliance of Sun Microsystems and Netscape, the formally named Netscape Directory Server has been renamed to iPlanet Directory Server.  This being so you will still find reference to Netscape Directory Server on both companies web sites.

The Directory Server is used to store user data and server configuration data used by other remote servers such as web or application servers. User and group entries are contained in one subtree, called the user directory, of the Directory Server. Application and server configuration information is stored in another subtree, called the configuration directory which is by default called o=NetscapeRoot.

A configuration directory and a user directory can be located in the same Directory Server, or they can be located in physically separate Directory Servers. For example, in small deployments it may be suitable to store both configuration and user data in the same Directory Server. In a larger deployment it may be more practical to store configuration data and user data in physically separate Directory Servers.  Separation of user and configuration data such as this is always good security practice, as the compromise of one directory may not then mean the compromise of the other.  Whenever you install an iPlanet Directory server 4.11, you must specify the location of the configuration directory, and the location of the user directory.
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In this example, all servers in the enterprise share the same user directory stored on Host A. All servers share the same configuration data stored on Host D.
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The Administration Server is a lightweight HTTP server that acts as the back end to Netscape Console. The Administration Server manages operation requests from all servers installed in a server root or server group, and invokes CGI programs to actually perform the requested operations. For example, you can use Netscape Console to change the LDAP port number.  The Console sends the request to the appropriate Administration Server. The Administration Server then invokes the programs that actually change the LDAP port number.  Whenever you install iPlanet Directory server, if an Administration Server is not already installed for the server group, one will be automatically installed for you. On Unix, there can be more than one server group installed on a host.

Each server group requires an Administration Server. In this example, multiple servers share a single Directory Server
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The latest releases of  iPDS;

1. Netscape Directory Server 4.11 
2. Netscape Directory Server 4.1 
3. Netscape Directory Server 4.0 
4. Netscape Directory Server 3.x 
The directory server runs as process:  ns-slapd
The admin server runs as process: ns-admin

These can be seen with the following COMMAND: ps -ef

2 Why use a directory server over other forms of authentication

· Read-to-write ratio: Directories typically have a higher read-to-write ratio than databases.

· Extensibility: Directories are typically more easily extended than databases.

· Distributed scale: Directories are usually more widely distributed than databases.

· Replication scale: Directories are often replicated on a higher scale than databases.

· Performance: Directories usually have very different performance characteristics than databases.

Further work required. 

3 Security Concerns

The following areas where considered during the creation of this document for the securing of iPlanet directory server in an x tier web architecture;

· Available ports, services and daemons to public Internet users.

· Available ports, services and daemons to internal networks.

· Available ports, services and daemons to other servers.

· The requirement of access to iPlanet functionality.

· LDAP protocol in transmission, packet analysis and encryption.

· LDAP authentication process.

· Operationally required iPlanet functionality.

· IPlanet file and directory permissions within Solaris.

· Solaris lockdown and hardening.

· User and group context of server and running processors.

· Administration server requirements and access.

· Use of Netscape console to access and update iPlanet.

· The need for the x protocol.

· Administration of the server.

· Available LDAP API functionality.

· Directory separation.

· Directory structure.

· Synchronisation process.

· Access control using iPlanet Access Control Items.

· Security architecture and infrastructure considerations - including firewalls, separation, load balancing etc.

· Default iPlanet settings and configurations.

· LDAP penetration and information enumeration testing.

4 Installation Prerequisites

4.1 System Requirements

Before you can install the iPlanet Directory Server, you must make sure you have met the minimum hardware system requirements. The basic minimum requirements are as follows:

· Roughly 200 MB of disk space for a bare-bones installation. For production systems, you should plan at least 1 GB to support the product binaries, database, and log files; 2 GB and greater may be required for very large directories.

· 32 MB of RAM. However, you should plan from 256 MB to 1 GB of RAM for best performance on large production systems.

· DNS must be properly configured on your system, and a static IP address must be assigned to your machine.

The currently supported operating system version numbers and patch requirements can be found at the following URL: http://home.netscape.com/eng/server/directory/4.1/installation.html
4.2 Download

iPDS can be downloaded for Solaris as Domestic or Export; 

· Solaris 2.5.1, 2.6, 7 English Domestic (128-bit) 42370.12 Kb Download 

· Solaris 2.5.1, 2.6, 7 English Export (56-bit) 42369.11 Kb Download 

The version we wish to download is the Export 56-bit.

File name: directory-4[1].11-export-us.sparc-sun-solaris2.5.1.tar.gz

These can be found at the following address; http://www.iplanet.com/downloads/download/index.html
4.3 Patches and Updates

At the time of writing this document there were NO updates or patches to iPlanet 4.11.  

Please check for any released updates or patches when installing iPlanet Directory Server.

The latest patches come with all the latest bug fixes, which also includes resolutions to known security exploits. Patches keep your system current and also introduce new functionality. Unfortunately in contradiction updating your system with a patch can also introduce new system conflicts and problems.  However it is highly recommended to still install any released patch made available.  Please read all information relating to any released patches.

http://home.netscape.com/eng/server/directory/4.11/
4.4 Server User and Group context and Ports

The following are true;

· The standard Directory Server (LDAP) port number is 389.

· The standard encrypted (LDAPS) port number is 636. Do not use this port number for the standard port even if 636 is not already in use.

· Under Unix, the Administration Server must run as root if the Directory Server is going to use standard port numbers (only root authenticated user accounts can access ports lower than 1024.) 

Make sure the ports you choose are not already in use. Further, if you are using both LDAP and LDAPS communications, make sure the port numbers chosen for these two types of access are not identical.

For information on how to set up LDAPS communications for your Directory Server, see the Netscape Directory Server Administrator’s Guide and the Appendix section of this document.

For security reasons, it is always best to run Unix-based production servers with normal privileges. That is, you do not want to run the Directory Server with root privileges. 

However, you will have to run the Administration Server with root privileges if you want to use the standard Directory Server ports (Not recommended).  You must therefore decide what user accounts you will use for the following purposes:

· The user and group to run the Directory Server - A user and group called 'netscape' should be created.  This being a none privileged user.

· The user and group to run the Administration Server  - For installations that use the default port numbers, this must be root.   (This is not recommended in this document)  However, if you follow the recommendation in this document and use ports over 1024, then you should run the Administration Server as a normal privilege user and group.  Using the same user and group 'netscape' is recommended.

See 'Appendix A - Installation' for the creation of the Netscape user and group.
For sites that are installing multiple Netscape Servers, consider installing each server under a unique user name. Doing this can help you with general system functionality. However, you should use a common group for all Netscape servers, such as gid Netscape, to ensure that files can be shared between servers when necessary.  Before you can install the directory and the Administration Servers, you must make sure that these user and group accounts exist on your system.  

4.5 Information Enumeration

People attempting to gain unauthorised access to systems will always attempt to enumerate as much information about the target system as possible.  This information will then be used to help circumvent security and exploit vulnerabilities.  A classic example of this would be finding an open 389 port. The attacker would then assume this to be an LDAP port and attempt to try using LDAP commands to gain further access.  Another example would be after gaining information on a system then using known existing vulnerabilities to exploit this system.

Do NOT do any of the following;

· Name the Solaris box with reference to iPlanet Directory Server or LDAP.

· Use DNS records with reference to iPlanet Directory Server or LDAP.

· Advertise within the site or other areas the use of exact technology.

When possible the use of defaults should be avoided that can point reference to technology and can also be used to escalate unauthorised privileges.

5 The Netscape Console

After installing iPlanet Directory Server you will have local access to the Netscape Console from the root of the file system of the directory server.

Netscape Console is a stand-alone Java application. It finds all resources, and applications registered in the Directory Server, and displays them in a graphical interface. Netscape Console functions independently of any server, and you can use it from any computer or workstation connected to your enterprise.

To access the console using the Solaris machine that has iPlanet installed on you will need X client software running on the Solaris machine.  You will also require an X server on the workstation you will be using.  It is possible to install the Windows NT version of the console to prevent the use of X.  This can be downloaded from http://www.iplanet.com/downloads/download/index.html
To start the console from the Solaris machine execute the following commands from the iPlanet directory;

COMMAND: export DISPLAY=192.168.12.50:0.0  (Where the IP address in that of your workstation)

COMMAND: #./startconsole
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The navigation tree represents all the resources, or objects, in a Netscape topology. A topology includes all resources registered in the same configuration directory. An administration domain is a collection of host systems and servers that share the same user directory. A server group consists of all servers managed by the same Administration Server. Individual servers are the products that provide specific services such as directory database, messaging, and publishing.
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See 'http://home.netscape.com/eng/server/console/4.1/console.pdf' for more information.

6 The Web Console

The Administration Server is a lightweight HTTP server that invokes CGI programs to actually perform the requested operations.  Therefore Netscape have provided direct HTTP access to limited administration server functionality through a browser.  

See below an example of the web based access to the administration server using HTTP.
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6.1 End-user administration page 

The end-user administration page is an HTML page designed to provide end users access to their own entries in the user directory. All users in the user directory are end users. For example, rank-and-file employees in a company might be given access to this page through a company phone book or directory. Using this page, shown below, an employee can edit his own name, phone number, or other data but does not impact other directory entries. 
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The limited browser based HTTP functionality of the administration server is NOT required and details of how it is removed are in the Appendix.  For a public Internet user to have access to this port would be considered bad security practise and would break any recommended security architecture.

This type of access will be removed.

7 The LDAP Protocol

SSL Questions?

7.1 LDAP packets

LDAP uses a simplified version of the Basic Encoding Rules (BER).  BER is a set of rules for encoding various data types, such as integers and strings, in a system independent fashion.  It also defines ways of combining these primitive data types into useful structures such as sets and sequences.  The simplified BER that LDAP uses is often referred to as lightweight BER (LBER).  LBER does away with many of the more esoteric data types that BER can represent, and instead it represents most items as simple strings.

Because LDAP is not a simple string-based protocol like HTTP, POP, IMAP or SMTP you can't simply telnet to the LDAP port on your server and start typing commands.  The LDAP protocol primitives are not simple strings, so it's difficult, if not impossible, to converse with an LDAP server by typing at it. 

7.2 LDAP bind and authentication

There are two LDAP authentication operations;

· Bind

· Un-bind

There is one control operation;

· Abandon

The bind operation is how a client authenticates itself to the directory.  It does so by providing a distinguished name and a set of credentials.  The server checks whether the credentials are correct for the given DN and, if they are, notes that the client is authenticated as long as the connection remains open or until the client re-authenticates. 

7.2.1 Binding with the Netscape console

The console accesses the Administration server which then subsequently connects to the directory server.  The admin server binds through a pre-assigned DN to the directory server.  The default DN is the Directory Manger.

When you create or manage entries from the Directory Server Console, and when you first access the Netscape Console, you are given the option to log in by providing a bind DN and a password. This option allows you to indicate who you are accessing the directory tree as. This in turn determines whether you can perform the requested operation in the tree.  You can log in with the root DN when you first bring up the Netscape Console.  If you choose not to do this, you can log in as the root DN or a different user through the Directory Server Console.  

To log in to Netscape Console:

1. On the Directory Server Console, select the Tasks tab.

2. Click “Log on to the Directory Server as a New User”.
A login dialog box appears.

3. Enter the new DN and password and click OK.

Enter the full distinguished name of the entry with which you want to bind to the server. For example, if you want to bind as the Root DN and the Root DN is Directory Manager, then enter the following in the Distinguished Name text box:

cn=Directory Manager

Do not perform general administrative tasks using the directory manager as your bind DN. Instead, set up a directory server administrator account with the access control privileges required for the most common tasks you perform.  This is detailed below.

Bind Method

There are several types of bind methods.  In a simple bind, the client presents a DN and a password in clear text to the LDAP server.  The server verifies that the password matches the password value stored in the userpassword attribute of the entry and, if so, returns a success code to the client. 

The simple bind does send the password over the network to the server in the clear.  However, you can protect against eavesdropping passwords by encrypting the connections using Secure Socket Layer (SSL).  

---------------------------------------------------------------------------------

Frame    Time         Src MAC Addr    Dst MAC Addr    Protocol    Description                                       Src Other Addr     Dst Other Addr     Type Other Addr

19       5.693000     LOCAL           0030944D2000    TCP         .AP..., len:   43, seq:  18982448-18982491, ack:3 COMPUTER             192.168.10.10      IP

+ Frame: Base frame properties

+ ETHERNET: ETYPE = 0x0800 : Protocol = IP:  DOD Internet Protocol

+ IP: ID = 0x923C; Proto = TCP; Len: 83

  TCP: .AP..., len:   43, seq:  18982448-18982491, ack:3435136793, win: 8760, src: 1268  dst:18725 

      TCP: Source Port = 0x04F4

      TCP: Destination Port = 0x4925

      TCP: Sequence Number = 18982448 (0x121A630)

      TCP: Acknowledgement Number = 3435136793 (0xCCC00719)

      TCP: Data Offset = 20 (0x14)

      TCP: Reserved = 0 (0x0000)

    + TCP: Flags = 0x18 : .AP...

      TCP: Window = 8760 (0x2238)

      TCP: Checksum = 0xB23C

      TCP: Urgent Pointer = 0 (0x0)

      TCP: Data: Number of data bytes remaining = 43 (0x002B)

00000:  00 30 94 4D 20 00 00 10 A4 FC 60 60 08 00 45 00   .0.M .....``..E.

00010:  00 53 92 3C 40 00 80 06 D0 DB C0 A8 0C 32 C0 A8   .S.<@........2..

00020:  0A 0A 04 F4 49 25 01 21 A6 30 CC C0 07 19 50 18   ....I%.!.0....P.

00030:  22 38 B2 3C 00 00 30 29 02 01 01 60 24 02 01 02   "8.<..0)...`$...

00040:  04 14 63 6E 3D 44 69 72 65 63 74 6F 72 79 20 4D   ..cn=Directory M

00050:  61 6E 61 67 65 72 80 09 70 61 73 73 77 6F 72 64   anager..password
00060:  31                                                1  

---------------------------------------------------------------------------------           
The above packet capture was gathered using MS Network Monitor v2.  From the 'TCP: Data: Number of data bytes remaining = 43 (0x002B)' which is the payload of the TCP packet - the password which is 'password1' can be seen in plain text within the body of the payload.  The password is shown above in bold.

As mentioned above most of the LDAP protocol consists of simple strings.  In the above example the 'cn=Directory Manager' can be seen as a simple string.  The other information in the packet payload appears as jumbled characters, this is the result of the Lightweight Basic Encoding Rules (LBER) sending data over the wire.

The LDAP security model relies on the fact that LDAP is a connection-orientated protocol.  In other words, an LDAP client opens a connection opens to the LDAP server and performs a number of protocol operations on the same connection.   The LDAP client may authenticate to the directory server at some point during the lifetime of the connection, at which point it may be granted additional (or fewer) privileges.

Active Connections

  Proto  Local Address          Foreign Address        

State

  TCP    nhouse:1185            LDAP.stationx.net:telnet  

ESTABLISHED

  TCP    nhouse:1280            www1.securityfocus.com:80  
CLOSE_WAIT

  TCP    nhouse:1291            LDAP.stationx.net:18725  

ESTABLISHED
The above 'netstat' command run on an LDAP client shows the constant connection made to the LDAP port ' LDAP.stationx.net:18725  ESTABLISHED'.  All operations occur over this connection.  This showing the connection orientated nature of the LDAP authentication and protocol.

An identity is bound to the connection when a successful authentication occurs via this bind operation or method.  If I client does not authenticate or if it authenticates without providing any credentials, the client is bound 'anonymously'.  In other words the server has no idea who the client is, so it grants the default set of privileges to the client set to the anonymous user.  See below ' Access Permissions to the Directory Server ' for changes to the default permissions. 

LDAPv3 also includes a new type of bind operation, the SASL bind.  SASL is an extensible, protocol-independent frame work for performing authentication and negotiation of security parameters.  With SASL, the client specifies the type of authentication protocol it wants to use.  If the server supported the specified authentication protocol , the client and server perform the agreed-upon authentication protocol.  For example in Active Directory within Windows 2000. Active Directory is an LDAP server using Kerberos on client and server to authenticate.
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This is a simple diagrammatical representation of the LDAP protocol communicating between client and server.

7.3 Unbind Method

The second authentication operation is the unbind operation.  The unbind operation has no parameters.  When a client issues an unbind operation;

· The server discards any authentication information it has associated with the client's connection.

· Terminates any outstanding LDAP operations.

· Disconnects from the client.

· Closes TCP connection.

7.4 Abandon Method

The abandon operation has a single parameter:  the message ID of the LDAP operation to abandon.  The client issues an abandon operation when it is no longer interested in obtaining the results of a previously initiated operation.  Upon receiving an abandon request, the server terminates processing of the operation that corresponds to the message ID.  The abandon request is typically sent when a user cancels a long running search request.

8 Project Specific Configuration

Many parts of a successful security configuration of an iPlanet directory server relate to project specific functionality.  Every project will want to use the directory server in slightly different ways.  These project specific requirements are very importantly to considered when thinking of the security of the directory server.

In particular the following project specific things need to be thought about;

· The directory structure. 

· The access control Item (ACIs) on the directory structure.

· Administration server use.

· Internal directory server configuration such as SSL, password policies etc.

· Synchronisation and backup.

· General site architecture.

The directory server may be used for user information, user authentication, store application specific information etc.  These types of functionality affect the design of the directory structure.  This directory structure needs then to have structure related access control applied through iPlanets Access Control Items (ACI).  The appendix details generic ACI configuration and also gives guidance and recommendation to possible project specific structures.

During normal operation administration of the directory server should not be required.  On a live system there are three options;

· Remove the administration server completely.  All updates are through LDAP and the LDAP API.  This is NOT recommended.

· Switch off the administration server and use only when required.   Apply configuration changes detailed in the appendix.  This is recommended.

· Leave the administration server running and apply the following changes.  Apply configuration changes detailed in the appendix.  This is NOT recommended.

8.1 Passwords

These are the below recommendations for password settings within iPlanet;
User must change password after reset
: Ticked
User may change password

: Ticked
Allow changes in 


: 0 Day(s)
Keep password history, Remember
: Tick + 6 Passwords
Password never expires

: NOT ticked
      Password expires after

: NOT selected Days
      Send warning 


: NOT selected Day(s) before password expires
Check password syntax

: Tick
      Password minimum length

: 8
Password encryption


: SHA
Accounts may be locked out 

: Ticked
Lockout account after 

:  3 Logon failures.
Reset failure count after 

:  10 Minutes
Lockout forever


:  Ticked
Lockout duration


:  -

These settings may very well need to be different depending of the functionality of the application.  For example a business to business application with monetary transactions may well have users who have account passwords that expire after x amount of time.  On the other hand another application would not require users to change passwords after x amount of time.  

Also having the directory server lock out accounts can also cause problems in some applications and may not be suitable.  Remember that attacks can be launched to fire dictionary user names and garbled passwords to lock out accounts.  This being a form of Denial of Service - stopping users from having access to the application.

These password settings should be considered for project specific requirements.  Ideally these setting will be made stricter on a project basis.

9 Recommended Directory Structures

It is difficult to recommend a detailed directory structure for x tier web architectures as all projects have different requirements and needs for directory servers. 

All directory structures will be optimised for project specific requirements and functionality.  Some basic tips are;

Further Work Required. 
9.1 Synchronisation and Replication

Further Work Required.

10 IPlanet Files and Directories

The following changes are made to the default permissions, existing files and existing directories;

· All none operationally required files and directories are removed.  This includes help files and manuals etc.

· Access to the iPlanet directory server file directory is restricted to 'uid=0(netscape) gid=1(netscape)'.

· Access to all sub files and directories of the iPlanet directory server are restricted to 'uid=0(netscape) gid=1(netscape)'.

· Sensitive files are restricted to use only by ' uid=0(root) gid=1(other)'.  

These changes mean that only the 'uid=0(netscape) gid=1(netscape)' will be able to access the directory server files.  All other users will not have any form of access.  These changes also mean that uid=0(root) gid=1(other)' must be used for some administration tasks such as stopping and starting the directory and administration process.

This helps prevent unauthorised access to the iPlanet directory server system files and directories.

The changes are detailed in the appendix section.

10.1 Passwords within Files

The following files contain the password in plain text.

/usr/netscape/server4/admin-serv/config/adm.conf 

siepid: password1 = Admin server  password

If the password is changed the access log will make a record of this password in plain text.

/usr/netscape/server4/admin-serv/logs/access

192.168.12.50 - - [08/May/2000:15:37:33 +0100] "GET /admin-serv/commands/change-sie-password?password1 HTTP/1.1" 200 0 - { - } = Admin server  password

These files are protected by the permissions applied to the file system.

11 Technical and Security Architecture

11.1 Physical

The security architecture requirements for a directory server are the same for any other back end server such as a database or application server.

The x tier architecture should try to achieve the following to conform to good security practice;

· All servers should be behind a packet filtering and analysing device.  This could be a packet filtering router, but best practice would be an industry recognised firewall solution.

· Public (Internet) users should not have direct access to the backend servers.

· Public (Internet) users should only have access to the functionality required front-end servers.  I.e. Web server over HTTP/TCP/IP:80 HTTPS/TCP/IP:443

· The front-end servers should be on separate network segments to the back end servers.  This can be achieved through Switch/VLANs but ideally though physically LAN separation. 

· Ideally the front-end servers would be only logically in front on the firewall.  For example the web servers in a FW-1 architecture would use Static source and destination address translation.

· Ideally to reinforce no direct access to back end servers a form of hidden address translation should be used.  This will provide back-end servers with none real or routable IP addresses so only functionally required machines can access them and not Internet users.

· Only machines that have functional requirements to access another machine will be given access to that machine.  For example if only the web servers needs access the directory server then filtering will be performed to give only the web server access.

· Functionally different servers/networks can be physically separated.  To reduce the area of compromise.

· A back-end packet-filtering device can be used as a second layer of filtering.  This can control access to, from, and on the back-end networks.

· Administration of servers should be carefully controlled.   The source of administration should be secure.

· VPNs should be carefully controlled.  The source of the VPN should be secure.  Only functionally required access should be allowed through a VPN.

· Often back-end connections are made.  For example access to the servers from the corporate LAN.  This access should be controlled.  The source of this access should be secure.  Again only functionally required access should be allowed through this connection.

· Avoid single points of failure such as a router, switch or server.  Fault tolerance devices can also be introduced.

· Backups and statistic gathering is also common through back-end networks.  This access should be filtered and controlled.  The source of this access should be secure.

· Load balancing on a network and component level should be considered.  From a security prospective this can help against DoS based attacks.

· Updates and staging integration should be integrated securely through controlled and filtered access.  The source should be secure.

· Any multi-homed server should have restricted access to it and from it on all network adapters.

These simple diagrams show possible physical network solutions when using directory servers in an x-tier web architecture.

This shows;

· Separation of public and private servers and data

· VLAN switching

· Firewall perimeter protection

· Private back end networks/subnets

· Connectivity to private backend networks

· Statistic server access via private subnet.

· Network Address Translation
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Sample Physical Architecture 1

It is often found that multiple firewalls exist to further filter access to database, application, and directory server.  These could exist between the web server and the back end servers or even between all backend servers.

This shows;

· Separation of public and private servers and data

· VLAN switching

· Firewall perimeter protection

· Internal firewall for back-end second layer filtering.

· Private back end networks/subnets

· Connectivity to private backend networks

· Statistic server access via private subnet.

· Network Address Translation
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Sample Physical Architecture 2
The switch can and should also filter using restricted ports/collision domains to only give the functionally required hosts access to the directory server.

This shows;

· Separation of public and private servers and data

· VLAN switching

· Firewall perimeter protection

· Internal firewall for back-end second layer filtering through segregated networks.

· All back-end network controlled through an internal firewall.

· Private back end networks/subnets

· Connectivity to private backend networks

· Statistic server access via private subnet.

· Network Address Translation
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Sample Physical Architecture 3
It is often found that other backend connection will exist.  These can be for example backup and statistic networks.

This shows;

· Separation of public and private servers and data

· VLAN switching

· Firewall perimeter protection

· Private back end networks/subnets

· Multi-homed servers with additional network connectivity for backup.

· Connectivity to private backend networks

· Statistic server access via private subnet.

· Network Address Translation
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Sample Physical Architecture 4

11.2 Logical
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 This logical architecture shows the possible connectivity when using iPlanet in an x-tier web architecture.  In this example two layers of firewalls provide access control.

12 Appendix A - Installation

12.1 Server User and Group context and Ports

The following 'netscape' user and group need to be created.  This is used for the Administration and directory server processes user context.

The directory server runs as process:  ns-slapd
The admin server runs as process: ns-admin

The iPlanet file system also is assigned access to only this user and group.

1. COMMAND: groupadd -g 2000 netscape

2. COMMAND: useradd -u 200 -g netscape -c netscape_user -s /bin/ksh -d /usr/netscape/server4 netscape

The home directory specified in the above command should be the directory where you intend to install iPlanet Directory Server.  /usr/netscape/server4 netscape is the default directory.

12.2 Start Installation

NOTE: I have seen the iPlanet Directory Server hang when installing through Exceed X server.  The install will work through a standard telnet session.

1. Log onto the Solaris machine.

2. Change user to root.  
COMMAND: su
Enter root password when prompted.

3. Transfer the file 'directory-4[1].11-export-us.sparc-sun-solaris2.5.1.tar.gz' to a temporary location.  This can be done through FTP.
See above 'Installation Prerequisites' for the details of downloading this file.


4. Move to the directory containing the iPlanet compressed file.

5. The iPlanet file is gunzipped and tar-ed.  You will need to uncompress this file.  Use the following 
COMMAND: gzip -dc directory-4[1].11-export-us.sparc-sun-solaris2.5.1.tar.gz  | tar -xvof  -

6. Start the setup binary.
./setup

Installation Screen 1 - Welcome Screen

On the below screen type: Y

                       Netscape Communications Corp.

Netscape Server Products Installation/Uninstallation

--------------------------------------------------------------------------------

Welcome to the Netscape Server Products installation program

This program will install Netscape Server products and the

Netscape Console on your computer.

It is recommended that you have "root" privilege to install the

software.

Tips for using the installation program:

  - Press "Enter" to choose the default and go to the next screen

  - Type "Control-B" to go back to the previous screen

  - Type "Control-C" to cancel the installation program

  - You can enter multiple items using commas to separate them.

                                                               For example: 1, 2, 3

Would you like to continue with installation? [Yes]:

Installation Screen 1

Installation Screen 2 - License 

On the below screen type: Y

Netscape Communications Corp.

                             Netscape Server Products Installation/Uninstallation

--------------------------------------------------------------------------------

BY INSTALLING THIS SOFTWARE YOU ARE CONSENTING TO BE BOUND BY

AND ARE BECOMING A PARTY TO THE AGREEMENT FOUND IN THE

LICENSE.TXT FILE. IF YOU DO NOT AGREE TO ALL OF THE TERMS

OF THIS AGREEMENT, PLEASE DO NOT INSTALL OR USE THIS SOFTWARE.

Do you agree to the license terms? [No]:
Installation Screen 2

Installation Screen 3 - Server or Console

On the below screen type: 1

Netscape Communications Corp.

                            Netscape Server Products Installation/Uninstallation

--------------------------------------------------------------------------------

Select the items you would like to install:

   1. Netscape Servers

      Installs Netscape Servers with the integrated Netscape Console onto your computer.

   2. Netscape Console

      Installs Netscape Console as a stand-alone Java application on your computer.

To accept the default shown in brackets, press the Enter key.

Select the component you want to install [1]:   

Installation Screen 3

This installation requires the full server and not just the console.  The console is used for administering Netscape products.

Installation Screen 4 - Installation type, Typical, Custom
On the below screen type: 2

                               Netscape Communications Corp.

                Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

Choose an installation type:

   1. Express installation

       Allows you to quickly install the servers using the most

       common options and pre-defined defaults. Useful for quick

       evaluation of the products.

   2. Typical installation

       Allows you to specify common defaults and options.

   3. Custom installation

       Allows you to specify more advanced options. This is

       recommended for experienced server administrators only.

To accept the default shown in brackets, press the Enter key.

Choose an installation type [2]:
Installation Screen 4

Use express installation if you are installing the Directory Server to evaluate or test the product. Because express installation does not offer you the choice of selecting your server port number or your directory suffix, you should not use it for production installations.

Most installations of the 4.1 Directory Server can be performed using typical installation. You should also use typical installation when you are upgrading from a previous version of the directory Server. 

Custom is used for further control of installations.

Installation Screen 5 - Directory to Install

On the below screen press <Return>
                          Netscape Communications Corp.

                Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

This program will extract the server files and install them

into a directory you specify. That directory is called the

server root in the product documentation and will contain

the server programs, the Administration Server, and the server

configuration files.

To accept the default shown in brackets, press the Enter key.

Install location [/usr/netscape/server4]: 

Installation Screen 5
The server root must meet the following requirements:

· The directory must be on a local disk drive.

· The mount point must have adequate disk space.  See prerequisites above.

· The directory must be empty, or contain only Netscape 4.x servers

· The server root directory must not be the same as the directory from which you are running the setup program

By default, the server root directory is

/usr/netscape/server4 on Unix systems.

Installation Screen 6 - Netscape Server Products components

On the below screen Type: All

                  Netscape Communications Corp.

          Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

Netscape Server Products components:

Components with a number in () contain additional subcomponents

which you can select using subsequent screens.

    1. Netscape Server Products Core Components (3)

    2. Netscape Directory Suite (2)

    3. Administration Services (2)

Specify the components you wish to install [All]:

Installation Screen 6
Installation Screen 7 - Netscape Server Products Core Components components

On the below screen press   1

The Netscape Core Java classes and Java Runtime Environment are generally not required for iPlanet but maybe required for your project.

               Netscape Communications Corp.

         Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

Netscape Server Products Core Components components:

Components with a number in () contain additional subcomponents

which you can select using subsequent screens.

    1. Netscape Server Products Core Components

    2. Netscape Core Java classes

    3. Java Runtime Environment

Specify the components you wish to install [1, 2, 3]: 1
Installation Screen 7
Installation Screen 8 - Netscape Directory Suite components

On the below screen press <Return>

                       Netscape Communications Corp.

             Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

Netscape Directory Suite components:

Components with a number in () contain additional subcomponents

which you can select using subsequent screens.

    1. Netscape Directory Server

    2. Netscape Directory Server Console

Specify the components you wish to install [1, 2]:  

Installation Screen 8

Installation Screen 9 - Administration Services components

On the below screen press <Return>

                    Netscape Communications Corp.

            Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

Administration Services components:

Components with a number in () contain additional subcomponents

which you can select using subsequent screens.

    1. Netscape Administration Server

    2. Administration Server Console

Specify the components you wish to install [1, 2]: 

Installation Screen 9

Installation Screen 10 - Domain Name

On the below screen type the fully qualified domain name.  For example 'machinename.stationx.net'.

                Netscape Communications Corp.

       Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

Enter the fully qualified domain name of the computer

on which you're installing server software. Using the form

<hostname>.<domainname>

Example: eros.airius.com.

To accept the default shown in brackets, press the Enter key.

Computer name [C4FTemp.stationx.net]:
Installation Screen 10
Installation Screen 11  - Netscape server User and Group

On the below screen enter
: netscape




: netscape

This user and group should have been created in the above steps.  It is very important to install iPlanet as a none privileged user.  Never install using the root context.

                  Netscape Communications Corp.

         Netscape Server Products Installation/Uninstallation

-------------------------------------------------------------------------------------

Choose a Unix user and group to represent the Netscape server

in the user directory.  The Netscape server will run as this user.

It is recommended that this user should have no privileges

in the computer network system.  The Administration Server

will give this group some permissions in the server root

to perform server-specific operations.

If you have not yet created a user and group for the Netscape

server,create this user and group using your native UNIX

system utilities.

To accept the default shown in brackets, press the Return key.

System User [nobody]: netscape

System Group [nobody]: netscape
Installation Screen 11
Installation Screen 12 - Existing Directory Server

On the below screen press <Return>

                  Netscape Communications Corporation

              Directory Installation/Uninstallation

-------------------------------------------------------------------------------------

Netscape server information is stored in the Netscape configuration

directory server, which you may have already set up.  If so, you

should configure this server to be managed by the configuration

server.  To do so, the following information about the configuration

server is required: the fully qualified host name of the form

<hostname>.<domainname>(e.g. hostname.domain.com), the port number,

the suffix, and the DN and password of a user having permission to

write the configuration information, usually the Netscape

configuration directory administrator.

If you want to install this software as a standalone server, or if you

want this instance to serve as your Netscape configuration directory

server, press Enter.

Do you want to register this software with an existing

Netscape configuration directory server? [No]:
Installation Screen 12

For configuration directory, select the default if this directory will host your o=NetscapeRoot tree. Otherwise, enter Yes. You will then be asked for the contact information for the configuration directory. If the server you are currently installing is not the configuration directory, then the configuration directory must exist before you can continue this installation.
12.3 Installation Screen 13 - Another Directory to Store Data

On the below screen press <Return>
                 Netscape Communications Corporation

                Directory Installation/Uninstallation

--------------------------------------------------------------------------------

If you already have a directory server you want to use to store your

data, such as user and group information, answer Yes to the following

question.  You will be prompted for the host, port, suffix, and bind

DN to use for that directory server.

If you want this directory server to store your data, answer No.

Do you want to use another directory to store your data? [No]:
Installation Screen 13
For the server that will host your user data, you must decide if this Directory Server will store your enterprise’s data. For most cases, you can select the default. However, if this server instance is intended to be only a configuration directory, then you should enter Yes.

Installation Screen 14 - LDAP Port number

On the below screen type: 17825

This is the LDAP port.  NOT the administration server port.

This can be any desirable number as long as it is over 1024, but 17825 is recommended.

                    Netscape Communications Corporation

                   Directory Installation/Uninstallation

--------------------------------------------------------------------------------

The standard directory server network port number is 389.  However, if

you are not logged as the superuser, or port 389 is in use, the

default value will be a random unused port number greater than 1024.

If you want to use port 389, make sure that you are logged in as the

superuser, that port 389 is not in use, and that you run the admin

server as the superuser.

Directory server network port [389]:17825
Installation Screen 14
See above for more information on port selection and Unix user and group.

Installation Screen 15 - Unique Identifier

On the below screen press <Return>
           Netscape Communications Corporation

          Directory Installation/Uninstallation

--------------------------------------------------------------------------------

Each instance of a directory server requires a unique identifier.

Press Enter to accept the default, or type in another name and press

Enter.

Directory server identifier [machinename]:
Installation Screen 15
The unique identifier can be the name of the machine.  This value is used as part of the name of the directory in which the Directory Server instance is installed. For example, if your machine’s host name is machinename then this name is the default and selecting it will cause the Directory Server instance to be installed into a directory labelled slapd-machinename.

Slapd is the original name of the first LDAP server creates at Michigan University.

Installation Screen 16 - Password, Console access to Configuration Directory Server

On the below screen type.  

Administrator ID : nsa-admin

The meaning of this user name is 'NetScape Administration server - admin'

For the password enter a suitably complex password consisting of alphanumeric characters of upper and lower case.  Symbols may also be used it desired.
                   Netscape Communications Corporation

                  Directory Installation/Uninstallation

--------------------------------------------------------------------------------

Please enter the administrator ID for the Netscape configuration

directory server.  This is the ID typically used to log in to the

console.  You will also be prompted for the password.

Netscape configuration directory server

administrator ID [admin]:
Installation Screen 16

This administrator ID and password is used for access to the Administration server.

Installation Screen 17 - Suffix for Root of Directory Tree

For a directory suffix, enter a distinguished name meaningful to the project. This string is used to form the name of all your project directory entries. Therefore, pick some name that is representative of your project. It is recommended that you pick a suffix that corresponds to the Internet DNS name.  Note that the name should not provide potentially exploitable information such as LDAP or iPlanet.

For example, if your project/organisation uses the DNS name project.com, then enter o=project.com here.

                   Netscape Communications Corporation

                  Directory Installation/Uninstallation

--------------------------------------------------------------------------------

The suffix is the root of your directory tree.  You may have more than

one suffix.

Suffix [o=stationx.net]:
Installation Screen 17

Installation Screen 18 - Directory Manager

On the below screen enter: cn=nsl-admin

The meaning of this user name is 'NetScape LDAP server - admin'

For the password enter a suitably complex password consisting of alphanumeric characters of upper and lower case.  Symbols may also be used it desired.  The password must be at least 8 characters long.

                  Netscape Communications Corporation

                 Directory Installation/Uninstallation

--------------------------------------------------------------------------------

Certain directory server operations require an administrative user.

This user is referred to as the Directory Manager and typically has a

bind Distinguished Name (DN) of cn=Directory Manager.  Press Enter to

accept the default value, or enter another DN.  In either case, you

will be prompted for the password for this user.  The password must

be at least 8 characters long.

Directory Manager DN [cn=Directory Manager]:
Installation Screen 18

For Directory Manager DN, enter the distinguished name that you will use when managing the contents of your directory with unlimited privileges (in former releases of the Directory Server, the Directory Manager was known as the root DN). This is the entry that you bind to the directory as when you want access control to be ignored. This distinguished name can be short and does not have to conform to any suffix configured for your directory. It also should not correspond to an actual entry stored in your directory.  
Installation Screen 19 - Administration Domain

On the below screen press <Return>

                     Netscape Communications Corporation

                    Directory Installation/Uninstallation

--------------------------------------------------------------------------------

The Administration Domain is a part of the configuration directory

server used to store information about Netscape software.  If you are

managing multiple software releases at the same time, or managing

information about multiple domains, you may use the Administration

Domain to keep them separate.

If you are not using administrative domains, press Enter to select the

default.  Otherwise, enter some descriptive, unique name for the

administration domain, such as the name of the organization responsible

for managing the domain.

Administration Domain [stationx.net]:

The administration domain allows you to logically group Netscape servers together so that you can more easily distribute server administrative tasks. A common scenario is for two divisions in a company to each want control of their individual Netscape servers. However, you may still want some centralized control of all the servers in your enterprise. Administration domains allow you to meet these conflicting goals.

Administration domains have the following qualities:

All servers share the same configuration directory, regardless of the domain that they belong to.

· Servers in two different domains may use two different user directories for authentication and user management.

· The configuration directory administrator has complete access to all installed Netscape servers, regardless of the domain that they belong to.

· Each administration domain can be configured with an administration domain owner. This owner has complete access to all the servers in the domain but does not have access to the servers in any other administration domain.

· The administration domain owner can grant individual users administrative access on a server by server basis within the domain.

12.4 Installation Screen 20 - Administration Port

On the below screen type: 18726

Note this is NOT for LDAP access.

                   Netscape Communications Corporation

                Administration Installation/Uninstallation

--------------------------------------------------------------------------------

The Administration Server is separate from any of your application

servers since it listens to a different port and access to it is

restricted.

Pick a port number between 1024 and 65535 to run your Administration

Server on. You should NOT use a port number which you plan to

run an application server on, rather, select a number which you

will remember and which will not be used for anything else.

The default in brackets was randomly selected from the available

ports on your system. To accept the default, press return.

Administration port [3573]: 18726
Installation Screen 20

Make sure the port selected is not in use.

12.5 Installation Screen 21 - Run Administration Server as

On the below screen enter: netscape
                      Netscape Communications Corporation

                  Administration Installation/Uninstallation

--------------------------------------------------------------------------------

The Administration Server program runs as a certain user on your

system. This user should be different than the one which your

application servers run as. Only the user you select will be

able to write to your configuration files. If you run the

Administration Server as "root", you will be able to use the Server

Administration screen to start and stop your application servers.

Run Administration Server as [root]:
Installation Screen 21

Installation Screen 22 - Installation Process

                              Netscape Communications Corp.

                     Netscape Server Products Installation/Uninstallation

--------------------------------------------------------------------------------

Extracting Netscape core components...

Extracting Netscape Server Products Core Components...

Extracting Netscape Core Java classes...

Extracting Java Runtime Environment...

Extracting Netscape Directory Server...

Extracting Netscape Directory Server Console...

Extracting Netscape Administration Server...  

……………………………………..

Success Slapd Added Directory Server information to Configuration Server.

Configuring Administration Server...

Your parameters are now entered into the Administration Server

database, and the Administration Server will be started.

Changing ownership to admin user netscape...

Setting up Admininistration Server Instance...

Configuring Administration Tasks in Directory Server...

Configuring Global Parameters in Directory Server...

Netscape-Administrator/4.1 B99.143.1956

startup: listening to http://c4ftemp.stationx.net, port 18726 as netscape

Info: Cache expiration set to 600 seconds

Info: Cache expiration set to 600 seconds

Press Return to continue...

Go to /usr/netscape/server4 and type startconsole to begin

managing your servers.

12.6 Creating Silent Installation Files 
NOT detailed in this document but iPlanet user should be aware.  It is possible to create a file that the installer will use to automatically install iPlanet.  The current Netscape documentation does not fully cover this for v4.11 so has not been included in this document

12.6.1 A Typical Installation of v4.0

Install.inf

[General]
FullMachineName= dir.airius.com
SuiteSpotUserID= nobody
SuiteSpotGroup= nobody
ServerRoot= /usr/netscape/server4
AdminDomain= mcom.com
ConfigDirectoryAdminID= admin
ConfigDirectoryAdminPwd= admin
ConfigDirectoryLdapURL= ldap://dir.airius.com:389/o=NetscapeRoot
UserDirectoryAdminID= admin
UserDirectoryAdminPwd= admin
UserDirectoryLdapURL= ldap://dir.airius.com:389/o=airius.com
Components= svrcore,base,slapd,admin 
[slapd]
SlapdConfigForMC= Yes
SecurityOn= No
UseExistingMC= No
UseExistingUG= No
ServerPort= 389
ServerIdentifier= dir
Suffix= o=mcom.com
RootDN= cn=Directory Manager
UseReplication= No
SetupSupplier= No
SetupConsumer= No
AddSampleEntries= No
InstallLdifFile= suggest
AddOrgEntries= Yes
DisableSchemaChecking= No
RootDNPwd= admin123
Components= slapd,slapd-client 
[admin]
SysUser= root
Port= 23611
ServerIpAddress= 111.11.11.11
ServerAdminID= admin
ServerAdminPwd= admin
Components= admin,admin-client,base-jre 
[base]
Components= base,base-client 
13 Appendix B - Security Configuration - Administration Server

During normal operation administration of the directory server should not be required.  On a live system there are 3 options;

· Remove the administration server completely.  All updates are through LDAP and the LDAP API.  This is not recommended.

· Switch off the administration server and switch back on switch back on when required. And also apply the following changes.  This is recommended.

· Leave the administration server running and apply the following changes.  This is not recommended.

The administration server maybe required after first delivery and then not soon after.

13.1 Administration Server - Network Settings

These below checks and changes will require access to the administration server through the console.  This can (as detailed above) be done the Solaris machine itself using an x server, or from a console installed on a client.
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See above in the iPlanet tree the 'Administration Sever' icon.

13.1.1 Process Settings

Using the Console for your administration domain.  Check the following entries exist;

· Administration Server(Configuration(Tab)(Network(Tab)(Process Settings(Port:
Make sure the value is: 18726

· Administration Server(Configuration(Tab)(Network(Tab)(Process Settings(IP address:
Make sure the value is the IP address of the Solaris machine with directory server installed.
· Administration Server(Configuration(Tab)(Network(Tab)(Process Settings(Server UID:
Make sure the user name is: netscape

13.1.2 Connection Restrictions

Using the Console for your administration domain.  Check the following entries;

· Administration Server(Configuration(Tab)(Network(Tab)(Connection Restrictions(
Hostname to allow: Enter only the host names that will require access to the directory server for administration.  This should be as restricted as possible.  

IP addresses to allow:  Enter only the IP addresses that will require access to the directory server for administration.  This should be as restricted as possible.
As detailed above the administration of the site in a Live environment through the administration server is to expected.



13.2 Administration Server - Access

Using the Console for your administration domain.  Check the following entries;

· Administration Server(Configuration(Tab)(Access(Tab)(Admin Server SuperUser:
Make sure the Username is:  nsa-admin
The password can also be changed from here.

· Administration Server(Configuration(Tab)(Access(Tab)(Enable End User access:
This can be un-ticked when connections to the directory server through administration server is not longer required.  Leave ticked while access is still required.


13.3 Administration Server - Encryption

Using the Console for your administration domain.  Check the following entries;

· Administration Server(Configuration(Tab)(Encryption(Enable SSL:
As the adminstration should not be used in a live environment this should not be ticked.  If for any reason the Admin server is used then SSL should be enabled.
Note you will need to install a trusted CA certificate to use SSL.

13.4 Administration Server - Configuration DS

Using the Console for your administration domain.  Check the following entries;

· Administration Server(Configuration(Tab)(Configuration DS(
This should point to the location of the configuration directory.  This commonly will be local.  SSL should be enabled to access REMOTE configuration directories.

Note you will need to install a trusted CA certificate to use SSL.

13.5 Administration Server - User DS

Using the Console for your administration domain.  Check the following entries;

· Administration Server(Configuration(Tab)(User DS(
This should point to the location of the user directory.  This commonly will be local.  SSL should be enabled to access REMOTE user directories.
Note you will need to install a trusted CA certificate to use SSL.

13.6 Administration Server - SMTP Master Agent

Using the Console for your administration domain.  Check the following entries;
· Administration Server( SMTP Master Agent(Status:
Make sure that SMTP Master agent is OFF.

SMTP should not be required and is NOT recommended for use.

14 Appendix C - Security Configuration - Directory Server

These below checks and changes will also require access to the administration server through the console.  This can (as detailed above) be done the Solaris machine itself using an x server, or from a console installed on a client.
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See above in the iPlanet tree the 'Administration Sever' icon.

14.1 Directory Server - Configuration (Tab) - Hostname

14.1.1 Network Settings

Where 'Hostname' (below) is the name of the directory server.  E.g. blob.stationx.net

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Hostname(Tab)(Settings(Network Settings(
PORT:  This should be 18725
· Directory Server(Configuration(Tab)(Hostname(Tab)(Settings(Network Settings(
Encrypted PORT: This should be 18727
· Directory Server(Configuration(Tab)(Hostname(Tab)(Settings(Network Settings(
Referrals: This should be left blank.

Note you will need to install a trusted CA certificate to use SSL.

14.1.2 NT Synchronisation Service

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Hostname(Tab)(Settings( NT Synchronization Service
Enable NT Synchronisation Service

: This should NOT be ticked
Use SSL in NT Synchronisation service
: This should NOT be ticked
Synchronisation port



: Change this too 65000
Make entire server read-only


: This should NOT be ticked
Track entry modification times

: This should be ticked
Enable schema checking


: This should be ticked

Obviously Windows NT synchronisation is not required when installed on Solaris O/S.

14.1.3 Performance

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Hostname(Tab)(Performance(
Size Limit 



:  2000 entries
Time Limit 



:  3600 seconds
Idle timeout 



:  0 seconds
Max number of file descriptions
:  1024

These entries are subject to project specific requirements.  So can be changed as desired.  Consider these setting in regards to Denial of Service attacks. 

14.1.4 Encryption

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Hostname(Tab)(Encryption(
Enable SSL :  Tick this box.  

It is recommended that encryption be used if sensitive data is being sent to the directory server.  The chances are very high that this information will be sensitive because of the authentication information being used.  Remember the simple bind method of authentication within LDAP sending the user ID and password in the clear as a string.

14.1.5 SNMP

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Hostname(Tab)(SNMP(
Enable Statistics Collection
: NOT ticked
14.1.6 Manager

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Hostname(Tab)(Manager(
Root DN



: cn=nsl-admin
Manager password encryption

: SHA
14.2 Directory Server - Configuration (Tab) - Database

14.2.1 Indexes

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Database(Indexes(
Further Work Required here.

14.2.2 Passwords

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Database(Passwords(
User must change password after reset
: Ticked
User may change password

: Ticked
Allow changes in 


: 0 Day(s)
Keep password history, Remember
: Tick + 6 Passwords
Password never expires

: NOT ticked
      Password expires after

: NOT selected Days
      Send warning 


: NOT selected Day(s) before password expires
Check password syntax

: Tick
      Password minimum length

: 8
Password encryption


: SHA

These are the recommended settings.  These will vary due to project specific requirements as detailed above.

14.2.3 Account Lockout

Using the Console for your administration domain.  Check the following entries;

· Directory Server(Configuration(Tab)(Database(Account Lockout(
Accounts may be locked out : Ticked

· Directory Server(Configuration(Tab)(Database(Account Lockout(
Lockout account after 
:  3 Logon failures.
Reset failure count after 
:  10 Minutes
Lockout forever

:  Ticked
Lockout duration

:  -


15 Appendix D - Solaris File system Security Changes

15.1 Default Permissions, Files and Directories

See below the default file permissions, existing files and existing directories.  The below file permissions can be used as a reference to check that appropriate changes detailed below are applied.

# pwd

/usr/netscape/server4

# ls -la

drwxr-xr-x  19 netscape netscape     512 May  2 09:37 .

drwxr-xr-x   4 root     other        512 Apr 20 09:40 ..

-rw-r--r--   1 netscape netscape       0 Apr 20 12:36 .suitespot

-rw-r--r--   1 netscape netscape    1589 Apr 16  1999 LICENSE.txt

drwxr-xr-x   5 netscape netscape     512 May 23  1999 admin-serv

drwxr-x---   2 netscape other        512 Apr 20 12:38 adminacl

-rw-r--r--   1 netscape netscape       0 May 23  1999 admserv

drwxr-x---   2 netscape netscape     512 Apr 20 12:38 alias

drwxr-xr-x   6 netscape netscape     512 Apr 20 12:37 bin

drwxr-xr-x   2 netscape netscape     512 May 23  1999 dist

drwxr-xr-x   8 netscape netscape     512 Apr 20 12:37 dsgw

drwxr-xr-x   2 netscape netscape     512 Apr 20 12:37 httpacl

drwxr-xr-x   2 netscape netscape     512 May 23  1999 include

drwxr-xr-x   2 netscape netscape     512 May 23  1999 install

drwxr-xr-x   4 netscape netscape     512 Apr 20 12:37 java

drwxr-xr-x   4 netscape netscape    1024 Apr 20 12:37 lib

drwxr-xr-x   4 netscape netscape     512 Apr 20 12:37 manual

drwxr-xr-x   4 netscape netscape     512 Sep 20  1999 plugins

-rwxr-xr-x   1 netscape netscape      86 Apr 20 12:38 restart-admin

drwxr-xr-x   6 netscape netscape     512 Apr 20 12:39 setup

drwxr-xr-x   4 netscape netscape     512 May 23  1999 shared

drwxr-xr-x  11 netscape netscape     512 Apr 20 12:38 slapd-C4FTemp

drwxr-xr-x  11 netscape netscape     512 May  2 09:37 slapd-C4Ftemp2

-rwxr-xr-x   1 netscape netscape     378 Apr 20 12:38 start-admin

-rwxr-xr-x   1 netscape netscape 1261300 May 23  1999 startconsole

-rwxr-xr-x   1 netscape netscape    1259 Apr 20 12:38 stop-admin

-rwxrwx---   1 netscape netscape 1475688 Apr 16  1999 uninstall

15.2 Script to Apply changes

Needs to be made into a shell script - taking directory variable into the script.

Enter the following shell commands to apply appropriate security to the file system of the iPlanet directory server.

# REMOVE UN REQUIRED FILES AND DIRECTORIES

echo REMOVING FILES & FOLDERS

rm -rf /usr/netscape/server4/manual/

rm LICENSE.txt

# GIVE rwx PERMISSIONS TO netscape USER ONLY

echo CHANGING PERMISSIONS

chmod -R 700 /usr/netscape/server4

chmod 700 /usr/netscape/server4

# MAKE SENSATIVE FILES root ACCESS ONLY

cd /usr/netscape/server4/

chmod 700 startconsole

chmod 700 uninstall

chmod 700 stop-admin

chmod 700 start-admin

chmod 700 restart-admin

chown root startconsole

chown root uninstall

chown root stop-admin

chown root start-admin

chown root restart-admin

chgrp other startconsole

chgrp other uninstall

chgrp other stop-admin

chgrp other start-admin

chgrp other restart-admin

cd /usr/netscape/server4/slapd-C4FTemp

chmod 700 restart-slapd

chmod 700 restoreconfig

chmod 700 saveconfig

chmod 700 start-slapd

chmod 700 stop-slapd

chown root restart-slapd

chown root restoreconfig

chown root saveconfig

chown root start-slapd

chown root stop-slapd

chgrp other restart-slapd

chgrp other restoreconfig

chgrp other saveconfig

chgrp other start-slapd

chgrp other stop-slapd

echo COMPLETE

15.3 Permissions, Files and Directories after changes

See below the file permissions, existing files and existing directories.  The recommended security configuration changes have been made.  The below file permissions can be used as a reference to check that appropriate changes that are detailed below are applied.
# pwd

/usr/netscape/server4

# ls -la

total 5436

drwx------  17 netscape netscape     512 May  9 15:39 .

drwxr-xr-x   4 root     other        512 May  9 15:36 ..

-rwx------   1 netscape netscape       0 Apr 20 12:36 .suitespot

drwx------   5 netscape netscape     512 May 23  1999 admin-serv

drwx------   2 netscape other        512 Apr 20 12:38 adminacl

-rwx------   1 netscape netscape       0 May 23  1999 admserv

drwx------   2 netscape netscape     512 Apr 20 12:38 alias

drwx------   6 netscape netscape     512 Apr 20 12:37 bin

drwx------   2 netscape netscape     512 May 23  1999 dist

drwx------   8 netscape netscape     512 Apr 20 12:37 dsgw

drwx------   2 netscape netscape     512 Apr 20 12:37 httpacl

drwx------   2 netscape netscape     512 May 23  1999 include

drwx------   2 netscape netscape     512 May 23  1999 install

drwx------   4 netscape netscape     512 Apr 20 12:37 java

drwx------   4 netscape netscape    1024 Apr 20 12:37 lib

drwx------   4 netscape netscape     512 Sep 20  1999 plugins

-rwx------   1 root     other         86 Apr 20 12:38 restart-admin

-rwx------   1 root     other        261 May  3 11:49 restart-both

drwx------   6 netscape netscape     512 Apr 20 12:39 setup

drwx------   4 netscape netscape     512 May 23  1999 shared

drwx------  11 netscape netscape     512 May  9 11:33 slapd-C4FTemp

-rwx------   1 root     other        378 Apr 20 12:38 start-admin

-rwx------   1 root     other    1261300 May 23  1999 startconsole

-rwx------   1 root     other       1259 Apr 20 12:38 stop-admin

-rwx------   1 root     other    1475688 Apr 16  1999 uninstall

#

Log files - look at 

16 Appendix E - Audit and Log files

The log files are useful for auditing, trace ability, error capture and understanding.   

16.1 Administration Server Logs

16.1.1 Log file location

The administration server log files are located in following from the server root;

admin-serv/logs/access

admin-serv/logs/error

For example: /usr/netscape/server4/admin-serv/logs

16.1.2 Viewing Logs

These can be viewed through the console or via command line.

16.1.2.1 Console

Select using the Console from your administration domain;
· Administration Server(Configuration(Logs

The location of the logs can also be optionally changed from here.

16.1.2.2 Command Line

Navigate to the following folder;

admin-serv/logs/

Command: more access

Command: more error

16.2 Directory Server Logs

16.2.1 Log file location

The log files for the directory server are located at the following from the server root;

slapd-C4FTemp/logs/access

slapd-C4FTemp/logs/error

slapd-C4FTemp/logs/audit

For example: /usr/netscape/server4/slapd-C4FTemp/logs/access

16.2.2 Viewing and changing the Logs

These can be viewed through the console or via command line.

16.2.2.1 Console

When making the below changes consider the space available for the log files.  If the logs are allows to get too large this could cause system problems.

Select using the Console from your administration domain;

· Directory Server(Configuration(Tab)( Logs(Access Log: 
The following should be set;
Enable logging


: YES 
Maximum number of logs

: 10
File size for each log


: 100MB
Create a new log every

: 1 Day
When Totoal log size exceeds

:  500
When free disk space is less than
:  200
When a file is older than

:  1 Month


· Directory Server(Configuration(Tab)( Logs(Error Log:
The following should be set;
Enable logging


: YES 
Maximum number of logs

: 1
File size for each log


: 100MB
Create a new log every

: 1 Day
When Totoal log size exceeds

:  500
When free disk space is less than
:  200
When a file is older than

:  1 Month
· Directory Server(Configuration(Tab)( Logs(Audit Log:
The following should be set;
Enable logging


: YES 
Maximum number of logs

: 1
File size for each log


: 100MB
Create a new log every

: 1 Day
When Totoal log size exceeds

:  500
When free disk space is less than
:  200
When a file is older than

:  1 Month
The location of the logs can also be optionally changed from here.

16.2.2.2 Command Line

Navigate to the following folder;

slapd-C4FTemp/logs/

Command: more access

Command: more error

Command: more audit

16.3 Log file Examination

The log files of the LDAP server in a live environment can be used to find potential unauthorised activity.  Within a secure architecture there should be NO unknown IP access to the directory.   You should look for unusual activity such as repeated incorrect passwords entered for accounts.  Or access to the admin account. 

The logs should also me monitored to make sure they don't get larger then expected.

17 Appendix F - Access Permissions to the Directory Server

LDAP currently does not define an access control model.  This does not mean that iPlanet does not have an access control model.  iPlanet Directory Server has it's own implementation of an access control model.   This model works by describing what a given identity can do to some set of entries, with granularity down to the attribute level.  For example it is possible to specify an access control item (ACI) that allows a person to modify only the 'description' attribute of his or her entry.  Or, the model can allow you to grant complete rights to the directory to all persons who are in a particular group.  The model is fully described in http://home.netscape.com/eng/server/directory/4.1/PDF/admin.pdf.

The following is generic advice and recommendation for iPlanet directory server when considering access control;

1. The super user 'cn=Directory Manager' should be renamed.  This is detailed in the installation steps above.

2. The super user should not be used for normal tasks and reserved for super user required actions.

3. A user context should be created for specific tasks.  For example a context should be created that has the power to create users.  This context will only have access the area where the users are created.  This context will have no other power apart from that of creating a user.   Other user contexts should also be created with granular access to required objects for specific tasks.

4. No access should be give to unauthenticated users (Anonymous) to any part of the directory.
For example

The default (ACI) setting for the configuration directory (NetscapeRoot) is the following;

	Name
	Rule
	Allow/Deny
	User/Group
	Host
	Time
	Rights

	Default Anonymous
Access
	1
	Allow
	Anyone
	Any
	Any
	Read, Search


There is in generaly no reason for an anonymous user to have any form of access to the configuration directory.

The following should be used instead to allow NO anonymous access to the configuration directory;

	Name
	Rule
	Allow/Deny
	User/Group
	Host
	Time
	Rights

	Default Anonymous
Access
	1
	Deny
	Anyone
	Any
	Any
	All


The ACI are specified using the Netscape console.  

Directory Server(Directory(Tab)(Hostname(Tab)(
Select an object(Right click(Set Access Permissions

Remove all existence within your project directory structure of anonymous users having any form of access to the directory server.

5. Users should ideally only have read access for their profile.  

6. Users should ideally have NO modification access to the directory.

7. Users should only have operationally required access to objects.

Some of the above changes are recommended but may not conform to the way your project wishes to use the directory server.  Consider what is required and try to apply the most secure settings as is operationally functional for your application.

18 Appendix G - Security Configuration Testing

This section details checks to make sure that security has been appropriately applied.  

The detailed checks are all in the above section but as a general overview the following should be checked;

· The LDAP port is not available to un-required users. I.e. Internet users.

· The Admin server is not installed.

· IPlanet is installed as a none privileged user 'netscape'

· The Solaris O/S has been configured to a standard equal to the Stationx security based line.

· The iPlanet file system has restricted access.

· Anonymous access to the LDAP server is denied to all objects.

· Passwords are not easily guessed or related to the username or function.

· ACIs are appropriately strong for the use of the directory server.

· Encryption is used for LDAP communication.

Further Work below:

Some code could be written for LDAP penetration testing.  Using ADSI and VBS maybe.  Shell script for other things.

Such as:

Set objDomain = GetObject("LDAP://C4FTemp:18725/o=NetscapeRoot")

For Each objItem In objDomain


WScript.Echo objItem.Name & " (" & objItem.Class & ")"

Next

Would be good for scripting LDAP penetration testing.  A thought for future work on LDAP servers.

http://msdn.microsoft.com/library/default.asp
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